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‘SUBJEGT! AHTOMATIC ENCIPHERING EQUIPMENT ﬂ‘“‘““_‘ ’7

- - As you. know, we have srranged to purchase 120 automatic en=
.. coding machines which are efficially known-as the AFSAM-?. Mprer ~ -
. Cglldhan has been’ in tough with Colonel Revane, thé. AFSA finance |

» officer, concerning the payment for equipment obta;!.ned onﬂie ’

~militar'y contact, 7 o .

_— AFSA has requested that we advise the accessories needed for
~operation of these macines in-the Bureau's system, snd in this con=’.
- nection Messes,. 1‘Iewpher*, Conrad snd myself have -discussed the matter-
with Colonel Sears a,nd Mre.. Austinend have selected the follow:mg items

. be,
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R SR I 120 office éases’ with *pewer converters. : These a“Be - Wff
-+ shown in the. attached photographs arid are desirable wherever ' . - e
the meachines .are being used in a i‘ixed location. They cannot . \‘i

be.usesd satisfactorily inthe carrying cases I’er continuou* S N :

7 use.v These cases cost 100;,00) each., e SRS
. - ¢ ",r ,}" .. Q\'

e o2, 120 AFSAM-207 cipher witts,  Thess units. are the - - ﬂ,
AR (,,containers for the roters and will-be of material assis*bance f;_“ s
. . Inthat the extra set of cotors canbe properly arranged |
. within the. ¢iphér’ unit pemibting the machiné - to be shifted
© 6 the next c1pherarrangement without B:ess of ‘aimee These

3 units cost $SG Gofeach. A o » . .

N . 250 sets of rotors. This num'ber is necessary in
'.»\order to provide. twogets for each, machine with an additional
~ tensets which - we will have for rephcement and emergency. ',:, .-

R 'Lpi g AFSAM-107 stépping urits. - fhis is the unit which
... is &n. important part of the machine and’actually changes the
“rotor positions while the message-is beingsent, It is feld -

‘that .five of thesé should be obtained for emergency replace ent
~ in ‘bhe evenht A machinebreak dOWno . _ _ j{n ,

) F
5, 5 Power converters. “These addl“tional power:’ cor}-X A -

ver’ters arée for vepkcement in the event of any failure of -
the pOWer supply in the office cases. hey cost ‘“’25&0 each,,

6. 2,000 rolla of paper tape. 1*elch machlne comes

" equipped with two rolls of paper tape and this amount is con-
sidered t6 bé g niminal supply until we can determine through
nseé the’ amount that will be needed over a longer peri-

actual
od.. “e will be’ aple to. ebbain addi’(:lonal rolls of paper ‘ot a
Rlater date. Tl L 54/ %@2
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jl‘a— T 200 rivbons. Each.machine is equipped with a rib=
~“bon and one’ gpare. The 200 desired are condidéred as 4 nom=..
inal supply until % can be determined ﬁhe rate am wh h‘ <
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S . -gheéy Will be useds - . , o - I
There is atﬁached hereto a letter addressed to the Director off - .-

AFSA officially confiyming our oral request for the 120 mach1ne§ and
1istlhg the abolpe dtemss . - . v TR G
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& J¥' It is recommended ﬁhat the attached letfé
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xecuti!eS’Conference on July 13, 1951,“H§ SRNPN
1; Callahan,, TammgaMohr, Rosen, Clegg SE%60y | .
eitendance,z

Messrs. “Tolson,” Ladd
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Oﬁice Memorandum « vNiTED STATES GOVERNMENT

TO ¢ Mr. Tolson

-

FROM ¢ Ewecutive% Conference

UTCHATIC CODING EQUIFMENT( |
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On November 18, the Conference, composed of Aessrs.
Ladd, Glavin, Mohr, Clegg, Tracy, Rosen, Holloman, Belmont and
Harbo, was advised that the Army Security Ageacy 18 now ready
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Nichols
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to deliver us 120 automatic coding machines by the end of thi%%ié'
U

celendar year. It will be recalled that the Bureau placed an
order for 120 cipher machines of the AFSAM-7 type in 19581 and
that $258,900 of our 1952 appropriation was earmarked to pay

‘ for the equipment. However, as ¢ result of rising production

{ costs, we are now advised that the total cost of the 120 units
will be $299,232,10, whigh is $40,332.10 1n ex+38 of the amount

[ previously earmarked.L

r Yr. Glavin has advised that there ic a balance of

i uncommitted funds in our 1952 monies which cousl be allotted to

’ take care of.the $40,332.10 so that our 1952 appropriation will

L take care of the full payment ¢gf $299,232.10 now reguired to pay
Sfor the 120 cipher machines.é}{

The Conference unanimously recommends, in view of the
Joregoing, thot we advise the Army Security Agency we are ready
to accept delivery of the 120 cipher machines arnd related

) . ;5 . s
accessories between now and December 31, as t.gF have proposed z5%a
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" As you know, the Bureau has been using c¢ipher  o.idnes in tw uty .«“‘“f"ﬁ' '
of its offices for the past two years., This equipment w  ‘'oaned to us Ty ; -

/h

the National Security Arency, and we have besn followiw, - :r basic security ‘J
L8

requirements in maintenance and operation of this eguipment., It has veen
necessary to s:e that the ejuisment was so maintained wittun t.e offices that L‘
' it would be protected from compromise by inspeetion, copyunc, t.eft, ca,ture
“ or salvage. The fact that we were using <quipmernt that wouls do this work was
| not to be known to any unauthorized pprson.&

e

{ A new machine lmovm as the, {FSA“-Lhao been deve: ~d by NSA, and

! the Bureau is pmng 120 of thése maifines. The AFor"- will be used by
the Bureau, the State Department, CIA, and the Armed Forcws. - .ruty require-
ments permit use of tnis machine in areas where it was not ¥ . ...i¢ to

take other antomatic coling =2quipment, but NSA req.ireanents e garvices
are that the eguipment muzt be given aoximum sccurity po.. il anger fhe :
circumstances to prevent un Jﬂ'h:ﬂ'x z¢d viewiny zna physiea: > £, M)

In order to achnieye Td- Ll 8 curty in eqzg offacr P r o

’i letter to all SAC's has been prrpared, ontisining the prc? ETTO R g 5% § PP N
j specific security reyuir--aents toat must o et in tne wa an2 ' teae
equipment. .o repliss from the tiely oo v orodved, they v - o2 ey g on
and any chan 08 nscessary in their ler v o b7 Darnisopen v oat e m ™
the machines-are gent to them. \\\
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& ‘7 As yop were advised previously, on 12-8—53 we r&eived tvrenty

AFSAN-7 cipher machines from the Army Security Agehcy it is anticipate
that pne“Hyndfed more machines of this type will be receéived prior to

o 1-1-8k._(
\ . . ‘ . -
! In .comection with the distribution of this equipment to the field

it is propoged that we ship two machines to esc oi‘fice, in alphabetical: .
order,” as 1;}19 machines are received frc‘m NSA.

[

The order in which.machines are shipped to the various offices would
eppear to be immatepial since it will be at least several weeks beforéd
machine rotors are provided us and a month or more before this equipment can
be put into operation, -~In addition, twenty of our offices handling the largest
volume of traffic presgntly are equipped with and are using cipher machines
loaned to us b¥ NS%

)

RECOMMENDATI ON 2

That approval be granted for the Cryptanalys:.s-Translation Section \

~ %o ship two AFgAM-'? cipher macliines to each field divisioﬂ, in alphabetical
order, as these machlnes are réceived from NSA.

; : &
ADDENDUM : (12—14-53 R. T. Harbo/kmd) Fgovorably reconmended by
Ezeputives Conference, 12-14-53, Messrs. Iadd, Tracy,
Trétter, Belmont, Clegg, Nichgls; Rosen, and Harboe i ‘
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S R In Ea:ecu-bz. ves ﬁanferenoe memo af 8-5»54, captzoned as’
ST nhove, vt wes recommendsd and approved: that the fommiunications
T Pection follow Bureau experience with AFSAM=? piregkdowns for siz
i . mopthy and. then.reéconsider: these. sugges-bians. Haohmes ?za.ve
e now been in operamorz for si:z: man-bhs.e )m R ?“‘
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L Sugges-!;ian 34?‘-54 vas o use. L code words {;q rej’er fo . B
NPT AFSAI{-'P code. mechines heing in or out of 8ervice ra 'her i:han '
T ) mak;ng use of“ a.n enoaded message far Mris purpasea jU

L e ;S*ugges‘bion 3484-54 wag f;o use rﬂdfa Q-szgnaZSJOP -I;he Sené 5“'
e purpase. L SR
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e T e ,z'n reference ~memo rl: was po;n*l;ed OUE %hat -bhe Labora-borj

SO Dims“wn recommended no getion- be tgken ’relcrbwe £6- these

suggesmons until erperience. demonsirgted the' eztent o emsizence
o,f 0. problem, that the E’ryptgnalys:is- Ncmsrgﬁwn -Section favwred -
for this use fwo additignal groups i L ,God.‘;ébcuh:a& representing @
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5 p T :ohrases mdwating AFSAM '7 mach'més op radive ang: mapemi‘ U
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. 0" Plain te:ct cada words are mrb conszdered o offer a‘ny/g//
S meguritys Further, o mininum mte teletype mvolved payment for -
C . . @ three-minute period regardless’of whether one.word or a half.
L. .pgge medsage is.-sente szerefore, the use of pZain tert gode wordd
- to-.gdvise of apera'ézng condi¥ion Of wcode machines 7.8 not snitably
: secure and offeﬁrs nn de,f‘inite advantaaes, R .
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The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world. The research efforts here are
responsible for the declassification of hundreds of thousands of pages
released by the U.S. Government & Military.
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