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SUBJECT; Cryptographic Arrangements for NATO

1 . The Standing Group has reviewed its past memoranda and 
other documents relevant to the above subject and has found that 
they fall into the following categoriest -

a . those which contain information which is now 
obsolescent or which is included in later and more comprehensive 
documents,

b. those which contain information required by the 
Federal Republic of Germany at the present juncture,

c. those which refer to cryptographic systems not 
currently required by the Federal Republic of Germany.

2. The followi ng documents, which fall into the■category ■ 
at lb_ above, are being forwarded to you separately:

13 April 1956

SGM-6I6-5I
sgm-631-51SGM-2631-52
SGM-303-53
sgm-705-53
SGM-1031-53
SGM-1152-53

SGM-620-54 
SGM-627-54 
SGM-190-55 
SGM-23O-55 
SGM-232-55 
SGM-233-55DACAN Memo No. 7-54 
DACAN Memo No, 2-55

o ’
0°
O
o
o

ûi

'P

3, Attached at Enclosure is a commentary Intended to give 

essential background information towards an understanding of the 
above documents as they affect the Federal Republic of Germany at
. the present juncture.

4. The attention of your Government is drawn to paragraph 6 
of SG^-303-53. Copies of AMSP 293(A), AMSP 505(A) and NACSIM
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which are referred to in the attached commentary may be otained 
from EUDAC as soon as the first sentence of this paragraph has 
been implemented.

5. The documents which fall into the category at lc above 
will be kept under review and furnished to the Federal Republic 
of Germany as and when your Government has need of the information.

FOR THE STANDING GROUP:

C. H. SAMPSON 
Command USN 
Deputy Secretary
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CRYPOTGRAFHIC ARRANGEMENTS FOR NATO

The following commentary is offered as background information 
essential towards the understanding of certain documents on the 
above subject which are being forwarded to the Federal Republic of 
Germany. It has been laid down by the Standing Group that 
classified information, and particularly that relevant to the above 
subject, should be handled on a strict need-to-know basis, and it 
Is considered that these documents together with this commentary 
convey all information on this subject essential to the West German 
Government at the present juncture. The matter will be kept under 
review and the Standing Group will forward further documents when 
they appear to be necessary, or when the West German Government 
expresses the need for further Information.

Commentary
1* Plan for the Production. Distribution,

Accounting and Security Control of NATO 
Crvutomaterial
a. On 1 December 1952 the Standing 

Group (S.G.) approved a plan for the produc­
tion, distribution and security control of 
NATO cryptoraaterial. The plan is based on 
the policy of using existing agencies of the 
Standing Group Nations which furnished the 
approved NATO cryptomaterial.

b„ The plan provides for the assignment 
of tasks to the various Agencies and Committees 
concerned.

In addition the plan requires that 
each NATO Nation should designate or establish 
National Distribution Authorities (NDAs) for

mm « t a
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the purpose of receiving, distribution and 
accounting for NATO cryptomaterial issued to 
that nation.

d. An outline of the procedures for the 
production, distribution, accounting and security 
control of NATO cryptomaterial to be observed 
is also given in the general plan.

1* Implementation of the Plan for the Production 
Distribution.etc.. of NATO C.rvptomaterial
a. Following promulgation of the Standing

Group plan, NATO Nations and Supreme Commanders
were asked to designate/establish agencies to SGM-3O3-53,

3 fferch 1953
carry out their cryptographic responsibilities

SGM-II52-53,
2 9  July 1953

in accordance with the plan. The Agencies so
established, together with their addresses,
were later promulgated. At the same time NATO
Nations were asked to provide to EUDAC and DACAN
specimen signatures of persons authorised to
sign for cryptomaterial.

b. In addition, NATO Nations have been
asked by the Standing Group to designate or SGM-62O-54.

14 Sept. 1954
establish a Communications Security (COMSEC)
Agency, having authority to communicate on 
COMSEC matters, both civil and military, direct 
with SECAN, Washington. A nation requiring 
advice and technical assistance towards the 
improvement of the security of its communications, 
may apply through its COMSEC Agency direct to 
SECAN, Washington.

3.. Cryptographic Levels
For purposes of cryptographic policy and planning 

it is frequently useful to use the terms "first level",
SGM-1031- 53"second level" and "third level" with references to 1 July 1953

SECRET- NATO
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communications. Definitions of these terms have 
been promulgated by the Standing Group.

4. Authorised NATO Cryptographic Systems
a. The NATO Security Regulations in 

C-M(55)15(Final), of 8 Î̂ Èirch 1955s require that 
all COSMIC and NATO telegrams are encrypted in 
cryptosystems authorised by the Standing Group.

b. The current list of systems showing
the security classifications of traffic for SGM-233-55,

26 April 1955 
which each system is authorised is contained in
Appendix to AMSP 293(A). A brief description
of each system is given in Section III, Chapter 1
of that publication.

c . The NATO cryptographic plan at present 
provides for the employment of two off-line machine 
systems at first and second levels of communications, 
viz TYPEX (SIMPLEX) and CCM (LUCIFER operation).

d. The TYPEX MK II machine is used with 
SIMPLEX pads to provide TYPEX SIMPLEX Cryptosystem«
Basic cryptographic channels necessitating the 
deployment of SIMPLEX pads required to provide 
inter-communication between the chief NATO agencies, 
national Ministries of Defence and HQs of Allied 
Commands, are prescribed by the Standing Group.

_e. The training of operators, the issue of 
machines and the establishment of communications 
in this cryptosystem between certain German 
authorities and other NATO authorities has already 
been put in train as a result of conversations 
held with the Chairman of ECSA in Bonn on 23 August 1955*

f. Under the plan for employment of CCM,
HJCIFER key lists are provided to establish a 
number of cryptographic channels for first and second 
level communications.
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A new off-line machine, the TSEC/KL-7 
(ADONIS system) is at present being issued. It 
is planned that this cryptosystem should replace 
the CCM in the majority of its present functions 
on 1 July 1956. For this reason it is considered - 
unnecessary to provide the West German Government 
with full details of the current cryptographic 
plan for the CCM.

h. The NATO General Cypher (NATEX) is issued 
to authorities holding the CCM to provide them with 
a back-up system.

i. Combat and other cryptosystems.
Various codes are authorised to meet special 
operational requirements, see paragraph 114 of 
AMSP 293(A).

5• National Cryptographic Sy stems
a . National systems are permitted to be

used for NATO traffic classified CONFIDENTIAL or SGM-62O-54,
14 Sept.1954RESTRICTED. The potential danger to the eecurity  

of NATO which may arise from the insecurity of 
national communications of individual nations is 
pointed out in SGM* 620-54. This SGM also contains 
examples of crypto and communications practices 
and procedures which endanger security, and also 
general security considerations.

b. Instructions for the hand production of 
TYPEX SIMPLEX settings for national use have been 
issued by the Standing Group.

6. Instructions and Procedures
a.. The instructions for the operation of 

cryptographic systems authorised for NATO are 
published as AMSPs (Allied Military Security Publications).

mm
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In the early days of NATO all commun!cations 
instructions and publications, both crypto and 
non-crypto, were issued in the form of ACPfe 
(Allied Communications Publications). To 
distinguish crypto publications, for which special 
handling procedures are required, it was sub­
sequently decided to issue them in a separate SGM-705-53,

7 May 1953series, AMSPfe. Some crypto publications,
printed before this decision was made, still bear
the short title ACP-

b. NATO Cryptographic Instructions (AMSP 293(A))
were promulgated by the Standing Group for the
information and guidance of all concerned with SGM-233-55,

26 April 1955
the control and handling of NATO cryptographic 
systems« AMSP 293(A) contains the basic 
regulations governing the crypto procedures to 
be observed in the use of such systems as well as 
the measures to be taken by users of those systems 
to ensure their cryptographic and physical 
security. AM3P 293 is not yet effective through­
out NATO. However its provisions are in the main 
being currently followed since many of them have 
been pr eviously promulgated in SGM's.

c* NATO Communication Security Information 
Memoranda (NACSIM). NACSIM are used to promulgate 
general information on communications security 
matters including distribution, changes in
status, corrections and disposition of crypto- SGM-23O-55

15 April 1955
material.

d. NATO Distribution and Accounting Manual
&MSP 505(A)). This manual explains the procedures
to be followed by the Distribution Agencies and
by all other authorities concerned with the SGM-232-55

15 April 1955
handling of cryptographic material.
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7î. Allowances and Issues of Cryptomaterial
a. Issues of cryptomaterial are authorised 

by the CECS and ar e based on allowances established 
for each item. For this purpose the requirements 
of each NATO Nation and Allied Command are coordin­
ated by DACAN.

b . The procedure for the supply of spare SGM-190-55,
30 terch 1955

par ts and special tools f or TYPEX II and for CCM
machines is laid down in SGM-190-55 and DACAN 
Memo No. 2-55

ç. Allowances for TYPEX II Hollow Drums, 
insertsf operating and maintenance manuals and 
plugboard setting cards are authorised by 
SGM-627-54 and DACAN Memo No. 7-54.

d. Certain cryptomaterial approved by the 
Standing Group is effective for current use or to 
be held in reserve. DACAN issues quarterly 
Information Memoranda showing the current status 
of publications. Similar information is also 
published in NACSIM. To ensure that NATO Nations 
are provided with sufficient reserve cryptomaterial 
the scale of distribution of such material is 
required to conform to the plan laid down by the 
Standing Group.

e. Further information on the subject of 
provisioning cryptomaterial is given in AMSP 505(A)

DACAN Memo. 
No. 2-55 
31 IVbrch 1955

SGM-627-54,
16 Sept. 1954

DACAN Memo 
No. 7-54 
16 Sept.1954

8. Safeguarding of Cryptographic Material 
General instructions for the safeguarding of NATO 

cryptomaterial are contained in SGM-201-50, AMSP 293(A) SGM-201-50
and AMSP 505(A)

25 July 1950

^Already handed to German authorities by Chairman, ECSA,
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