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MEMORANDUM FOR THE MEMBERS OF THE MILITARY COMMITTEE IN PERMANENT 
SESSION

SUBJECT

References

An Extension of the Use of an Off-Line Literal 
Cibher Machine for General NATO Communications 
(TSEC/KL-7 )

a, SG 171/25 (Final)
F. SGM-394-55
c, MC 74
3 7  MRM-143-57

1. Reference a approved the adoption of the TSEC/KL-7 for 

use in encrypting general second level NATO communications. Refer­

ence b announced the decision taken by reference a and stated that, 

at a later date, extended use of the TSEC/KL-7 equipment might be 

authorized provided that satisfactory financial arrangements could 

be m a d e .

2. Extended use of the TSEC/KL-7 was discussed by the NATO 

Coramunications-Electronics Board at it3 Third, Fourth and Fifth 

Meetings. At its Fifth Meeting the NATO Coramunicat ions-Electronics 

Board recommended approval of an extension in, the use of TSEC/KL-7 

to include long range maritime/patrol aircraft, coastal arid inshore 

minesweepers, and fast patrol boats.

3 . The Standing' Group, by reference £., recommended that the 

policy on the use of the TSEC/KL-7 should be extended for use as 

the high grade cryptographic, system by coastal and inshore mine­

sweepers, fast patrol boats and in long range maritime/patrol air­

craft, and that when approved, necessary procurement action should 

be initiated by each nation requiring additional equipment. 
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4. Reference £  requested the Members of the Military 'Repre­

sentatives to f orward the ir: comments and/or approval of référence ç 

as soon as possible.

5» Ih accordance with the request made in reference d ail." 

nations involved have now submitted their comments and/or approval 

of reference ca Approvals of reference c_ containing no reservations 

have been received from Belgium, France, Luxembourg, Portugal, 

Turkey, the United Kingdom and the United States. Denmark, the 

Federal; Republic of Germany> Italy, the Netherlands, and Norway also 

approve reference c_ but point out that t h e .implementat ion-of .the 

policy outlined in MC 74 will probably be delayed for financial 

reasons .• Canada approves reference ç. but, together with Greece and 

the Netherlands, Canada offers comments on reference c,. . These 

comments, and the Standing Group recommendations on them, follows :

a. Canada points out that the experience to date has 

shown that the TSEC/KL-7 has not reached its 100$ stage of 

reliability yet due to the weakness of the pulse generator, 

and states that a book cipher back-up is considered essential 

to operations. The Standing Group considers that NÄTEX and 

the Maritime Aircraft Code will provide the type of back-up 

desired by Canada. When the policy outlined in reference c_ 

is implemented, NATEX and the Maritime Aircraft Code will be 

designated as. back-up for the TSEC/KL-7.

b. Greece requests that LSTs be included in paragraph 1 

of MC 74. The CEC considers that LSTs are not within the 

scope of MC 74. Those LSTs which are ocean-going are already 

covered by the provisions of SGM-432-58 and should -be/equipped- 

accordingly.

c_. The Netherlands state that apart from the .NATEX- system 

(which is much toç slow) and the KL-7 system (which is very 

expensive) regularly changing codes may offer possibilities 

which are less expensive but sufficiently secure and rapid.
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NATO UNCLASSIFIED
The Standing Group proposals outlined in reference £  represent 

the views of Supreme Commanders and most of the NATO nations, 

expressed in both separate and coordinated actions. Recommend­

ations from ENCA and ECSA have expressed requirements for a 

machine system. No suitable code is available and one could 

not be designed which would meet the requirements of flexi­

bility, speed, security and simplicity.

6 . The financial question is not within the purview of the 

Standing Group. In this connection, however, the United States 

Member ha3 advised that the appropriate United States authorities 

should be approached by the nations on an individual basis.

7. The Standing Group recommends that the Military Committee 

in Permanent Session approve the policy contained in MC 74 (An 

Extension Of the Use of an Off-Line Literal Cipher Machine for 

General NATO Communications (TSEC/KL-7)) with the understanding 

that NATOwide implementation will be delayed until all nations can 

make the necessary procurement arrangements.

--'''A. MUÏÏERO
Lt Colonel, Italian Army 
Deputy Secretary
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