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ADONIS Systems for Natlonal Traffic

1. Paragraph 2.e. of reference a prohiblits the use of

NATO cryptomaterial for any non-NATO purpose without express

permlission of the Standing Group.

2. Reference b authorized the use of ADONIS cryptomaterial

for the encryption of national first level military and diplomatic

traffic and offered to provide specifications for the production

of national key lists,

3. The Standing Group now authorizes NATO elements which

hold ADONIS cryptomaterial in accordance with SGM-432-58 to use
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the TSEC/KL-7 and effective NATO ADONIS rotors for encryption of
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ratioral military traffic provided:

a. NATO security procedures (AMSP 293 series) and
operating.instructions (AMSP 507 and AMSP 512 series) are
strictly observed.

b. The use of NATO ADONIS cryptomaterlal for natlonal
military communications is not allowed to affect 1its useful-
ness or detract from its employment for NATO communications

c. Only national military key lists produced in
accordance with specifications approved by SECAN, such as
those procured under the terms of reference b, are used for

national military traffic. NATO key lists are not authorized

for this purpose.

L, The implementation of system indicator encryption for
NATO ADONIS systems will reduce the possibility of duplication
between the five-letter system indicators used on NATO key lists
and those used on natlonal military key lists since mainly digital
indicators will be used. Certain NATO ADONIS key lists, for
example, the small ships key lists, will not be included in the
system indicator encryption plan. Duplication between these five-
letter indicators and five-letter indicators used on national
military key lists may still occur. 1In order to avold such dupli-
cation, it is recommended that nations preparing national military
key lists and requiring five-letter indicatcrs should request

blocks of five-letter indicators from DACAN for national use.
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