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ay-.-V&cdcù...Date.^tOcirc^-. May 1907
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MEMORANDUM FOR THE MEMBERS OF THE MILITARY COMMITTEE 
SUBJECT: Distribution of Cryptomaterial

1. As a result of the French initiative in July 1966, it 
became necessary to review distribution of cryptomaterlal to all i\t\TO 
nations and authorities to protect the sensitive Interests of the 
Group of Fourteen.

2. The first step to achieve this"protection was to estab­
lish a COSMIC TOP SECRET crypto net which did not Include France 
in its distribution. This was accomplished by MILCOM 738,
15 February I967.

3. A study by SECAN, together with recommendations by the 
Major NATO Commanders, has been made. The result of that study
is the document at Enclosure 1, which Incorporates recommendations 
of the Major NATO Commanders. It includes a draft signal to MODs 
(less France) and MNCs, and a draft signal to MOD France.

4. You are requested to comment on or approve the 
Enclosure hereto. If no reply is received by 19 May I967, 
approval will be assumed.

1 ENCLOSURE
Report by SECAN on 
Distribution of NATO 
Cryptographic Material 
to France

EZIO PISTOTTI
Lieutenant General, Italian Army is. 
Director International Military StÜJf

COPIES TO:
IMS LIST B (less INT,-P&P,- OTO, LOG) 
SECAN 
MCEWG

C R Y P T O S E C U B IT Y
NATO - .SEGHEfT

wm-59-6'
Thif document consists 
of ;_9 pages.
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ENCLOSURE 1

REPORT BY SECAN 
on

DISTRIBUTION OF NATO CRYPTOGRAPHIC MATERIAL TO FRANCE

1. SECAN submitted'certain recommendations concerning the 
distribution of NATO cryptographic material to France, and the Major 
NATO Commanders have commented on the SECAN recommendations. In­
dependently, as an initial step in denying information to France, 
two new ADONIS (KL-7) key lists, AMSP 1123 and 1124, and a unique 
set of rotors, AMSP 301O, Were;;IntrodupedIforcthef'̀ fehäöysJtloü. df 
COSMIC TOP SECRET, information.

2. With the introduction of AMSP 1123 and AMSP 1124, and
a unique set of rotors for the encryption of NATO COSMIC TOP SECRET 
information, the Group of Fourteen now has the capability to 
exclude France from the most sensitive NATO traffic. The current 
NATO COSMIC TOP SECRET ADONIS key lists, AMSP 1016 and AMSP 1038, 
are available for intercommunication, as required, with France.

3. CINCHAN and SACEUR agreed with the SECAN recommendations, 
but designated some additional cryptomaterial which should continue 
to be distributed to France if proper coordination is to be 
achieved in exercise and war. SACLANT recognizes that French 
forces will require some NATO cryptomaterial to enable them to 
cooperate with NATO forces at all levels during exercises, emer­
gencies and war. However, SACLANT considers lt equally desirable 
that the military forces of the Group of Fourteen

3 APPENDICES
A. Recdmmendationsi'for Future 

Distribution!of Cryptomaterial 
to France

B . Draft msg to MODs (less France) 
and MNCs

C. Draft msg to MOD France
NATO - SECRET 
IMSWM-59-67

- 2 -
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have the capability to communicate at all levels of command In 
cryptosystems not held by France. Thus, SACLANT agreed to the 
continued distribution to France of NATO cryptomaterial only if 
alternate cryptocommunications are made available to the Groiip of 
Fourteen.

4. SECAN agrees with the SACLANT recommendation for alternate 
cryptocommunications to be available to the Group of Fourteen for 
policy and planning matters. However, to duplicate general NATO 
systems and low level codes, in order to provide alternate crypto­
communications to the military forces of the Group of Fourteen at 
all levels, would be operationally confusing; result in a tremendous 
proliferation of NATO cryptomaterial; and cause production, distri­
bution and accounting problems. The risk to NATO military forces
of continued distribution of some of this lower level material is 
considered insufficient to warrant the action proposed by SACLANT.

5. The following comments are provided in determining the 
future distribution of cryptomaterial to France:

a. ADONIS (KL-7) - Distribution of the NATO COSMIC 
TOP SECRET key lists, AMSP 10l6 and AMSP 1038, should con­
tinue to be made to France. With the introduction of AMSP 
II23 and AMSP 1124, the Group of Fourteen have the capability 
to communicate in COSMIC TOP SECRET key lists not held by 
France. CINCHAN and SACEUR have recommended the continued 
distribution of AMSP 1026 (Naval General Key List), AMSP 
IO3I (Submarine Key List), AMSP IO87 (General Small Ships 
and Maritime Patrol Aircraft Key List, Atlantic-Channel-North 
Sea-Baltic Area), and AMSP IO88 (General Small Ships and 
Maritime Patrol Aircraft Key List - Mediterranean Area).
France should also continue to receive AMSP 1023, the NATO 
Practice ADONIS Key List.
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b. KW-37 Keying Material - The French operate broad­
cast EBR at Brest, so will need to continue to receive AMSP 
4005, the key cards for this broadcast. CINCHAN recommended 
the continued distribution of AMSP 40l6, the key cards for 
broadcast MNR controlled by CINCHAN. Distribution of other 
KW-37 keying material should be discontinued, except for key­
ing material used in exercises when the French participate.

£. Codes and Authentication Systems - SACEUR and 
CINCHAN have recommended that AMSP 620 (TRITON Authentication 
System), AMSP 608 (Naval /.Numeral:1. Code), AMSP 622 (Naval and 
Maritime Air Tactical Code) and AMSP 633 (Sub-Air Code) continue 
to be distributed to France.

d. Recognition and Identification Material - This 
material should be available to France for carrying out 
cryptographic training and for use In exercises.

_e. NATEX - There are three NATEX cryptosystems avail­
able for NATO use. Retention of the AMSP 276 series (for 
naval vesselä when operating on hazardous duty missions during 
war or emergency, and held in war reserve status) and AMSP 288 

series (classroom training) will permit France to carry out 
peacetime training and have war reserve material available. 
SACEUR and CINCHAN recommended retention of the AMSP 270 
series by France as a backup for the KL-7.

f. Merchant Ship Cryptomaterial - This material should 
be distributed to France in order to carry out peacetime 
training and be available at stockpiling centers for use on 
the outbreak of war.

System Indicator Encryption Material - This material 
Is necessary In order to encrypt system Indicators assigned 
to the NATO ADONIS key lists which France will continue to 
hold.
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h. Call Sign Encryption Material - France should 
continue to receive call sign encryption material in order 
to maintain a proficiency in its use. The NATO policy con­
cerning call sign and address group encryption recommends the 
implementation by national authorities of call sign encryption 
for national traffic in peacetime.

jL. General CRYPTO documents, Operating Instructions and 
Maintenance Manuals - France should continue to receive the 
operating instructions and maintenance manuals for systems 
being used by them for NATO or national purposes. They will 
need, also, general CRYPTO documents such as cryptographic 
Instructions, distribution and ac-counting.manual, allocation 
tables, directory of holders and communications security 
information memoranda.

6. Appendix A Is a summary of the recommendations by 
SECAN and Major NATO Commanders for future distribution of 
cryptomaterial to France, As Indicated in paragraph 4 above, it 
is not feasible to include all of the SACLANT recommendations.

7* It is recommended that the Military Committee approve 
the plan outlined in Appendix: A hereto fora the .future,;;dis,tribu- 
tiotf of - cryptoma'terlal' td' Francea Draftl message an are :■ attached 
for1 your ̀ cons Iderât ion

NATO - SECRET 
IMSWM-59-67
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APPENDIX A
RECOMMENDATIONS FOR FUTURE. DISTRIBUTIONEOF CRYPTOMATERIAL: TO FRANCE

List of Cryptomaterial 
Type of Cryptomaterial Which Gan Be Furnished
ADONIS (KL-7) Key 
Lists

KW-37 Key Cards

Codes and
Authentication Systems

Recognition and
Identification Key List

NATEX Key Lists

Merchant Ship Key Lists
System Indicator Key 
Square

Call Sign Key List
General Cryptodocuments

Operating Instructions 
and Maintenance Manuals

Corapartmented
Cryptomaterial

Miscellaneous Keying 
Material

List of Cryptomaterial 
To Be Discontinued
AMSPs 1014, IO25, 
IO29, 1102

AMSPs 4001, 4002, 
4OO3, ^004, 4006, 
4OO7, 4008, 4009,

AMSPs IOI6, IO23,
1026, IO3I, IO38,
IO87, IO88

AMSPs 4-005, 4Ol6 
(Other Key Cards 
may be distributed 
when France participates 4012, 4013 , 4014­
in NATO Exercises)
AMSPs 608, 620, 622,
633
AMSP 158

AMSPs 27O, 276, 288 
series
AMSPs 214, 217, 218 
AMSP 617

AMSP 298
AMSPs 29I, 293, 505, 
514, NA.CSIM
Systems held by France

(May be distributed if AMSPs 1091* 1097.»
Controlling Authority IO98, 1099* 1101,
determines that an IIO6, 6l4, 627,
operational require- 628, 629 
ment exists.)
Keying Material required 
for secure operation of 
on-line circuits between 
France and NATO forces.

NATO - SECRET 
IMSWM-59-67
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APPENDIX B 

DRAFT MESSAGE

FROM: NAMILCOM WASH DC 
TO: MOD BRUSSELS BELGIUM 

DHD OTTAWA CANADA 
CHOD COPENHAGEN DENMARK 
MOD BONN GERMANY 
HNDGS ATHENS GREECE 
MOD ROME ITALY 
MOD LUXEMBOURG LUXEMBOURG 
MOD THE HAGUE NETHERLANDS 
CODS OSLO NORWAY 
MOD LISBON PORTUGAL 
TGS ANKARA TURKEY 
MOD UK LONDON ENGLAND 
SECDEF WASH DC 
SACEUR MONS BELGIUM 
SACLANT NORFOLK VA 
CINCHAN NORTHWOOD ENGLAND 

INFO: MOD NAVY LONDON ENGLAND 
MCREP PARIS FRANCE 
SECAN WASH DC 
DACAN WASH DC
NATO SECRET CRYPTOSECURITY

MILCOM________  MOD UK hold àndrpàss Info EUSEC, MOD NAVY London
pass info EUDAC Subj Distribution of Cryptomaterial to France 
Ref MILCOM 738

1.1 Military Committee haß considered, récoitimenda.ti'ons froriT 
MNCs and .SECAN, and häs.concluded thitathe following 'additional

mm i m ä o i f b
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changes should be made concerning future distribution of crypto- 
materlal to France:

a. Discontinue distribution of ADONIS key lists AMSP 
1014, 1025, 1029 and 1102;

b. Discontinue distribution of KW-37- key cards except 
AMSPs 4005 and 4016, Other KW-37 key cards may be distributed 
when France participates tin<:M®0 exercise®.

£. Discontinue distribution of compartmented crypto­
material. However, controlling authority may authorize 
distribution of compartmented cryptomaterial when operational 
requirement exists.
2. Above action will be implemented by DACÀN as soon as 

necessary arrangements in distribution can be accomplished. This 
action is in addition to plan outlined in ref for encryption of 
COSMIC TOP SECRET information.

3. ' MOD France has been informed by MILCOM ______  (to
France only).

NATO - SECRET 
IMS WM-5 9-67
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APPENDIX C

DRAFT MESSAGE

FROM: NAMILCOM WASH DC DIST: (to include
MilReps ;

TO: MOD PARIS FRANCE SECAN:-
DACAN)

NATO SECRET CRYPTOSECURITY
MILCOM ________  Subj Distribution of NATO Cryptomaterial

In view of withdrawal of French Military Forces from NATO, 
certain changes are necessary in distribution of NATO cryptomaterial 
to France. Military Committee has determined that following 
cryptomaterial will continue to be distributed to France: ADONIS 
key lists AMSPs 1016, 1023, 1026, 103I, IO38, lOB? and 1088; KW-37 
key cards AMSPs 4005,» 40l6 and key cards used in NATO exercises in 
which France participates; codes and authentication systems AMSPs 
608, 620, 622 and 633; recognition and identification material;
NATEX material; merchant ship cryptomaterial; system indicator 
encryption material; call sign encryption material; general crypto­
documents AMSPs 291, 293, 5^5, 514 andNACSIM; operating instructions 
and maintenance manuals of NATO systems held by France; compartmented 
keying material when controlling authority determines operational 
requirem ent exists; and keying material necessary for secure opera­
tion of on-line circuits between France and NATO Forces.

NATO - SECRET
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