L
=
=
—
Y
p— |
O
L
rr
p— |
[ —
[
LLI
—1
=l
Ll
Ll
)
=
L
L
(77
[ ]
<X
—
[ ]
Ll
(o=
L |
—
o
L =]
-
—
=
<y
=
L
[ al
=
(73]
(-
—1
L
22
=
L=
—
o
p— |
o-
1
—
T
(77
crl
=T
—
(]
LLI
=

naro NEEEREHNCLASSIF]L
NATOBREESSTED

NATQ- - SECRED — CRYPTOSECURITY copy no, _ 021

NORTH ATLANTIC MILITARY COMMITTEE
COMITE MILITAIRE DE L'ATLANTIQUE NORD

REGRADED NATO UNCLASSIFIE A
(Approved for Public nlscrosé?i‘.i! PT@SEGW!TY WHM=-59~67

Per Authority IMSM-0462-02
BY.. NSO ... Date.. ZEMITA S - 1 May 1967

MEMORANDUM FOR THE MEMBERS OF THE MILITARY COMMITTEE

SUBJECT: Dilstribution of Cryptomaterial

1. As a result of the French initiative in July 1966, it
became necessary to review dlatribution of cryptomaterial to all WATOC
nations and authorities to protect the sensitive interests of the

Group of Fourteen.

2. The firat atep to achleve thils protection was to estab- N
~
1ish a COSMIC TOP SECRET cryptc net which did not include France ™~

-

in 1ts distribution. This was accomplished by MILCOM 738, (-"\
15 February 1967. b‘

3. A study by SECAN, together wlth recommendations by the
Ma Jor NATQO Commanders, has been made. The result of that study
1s the document at Encleosure 1, which lncorporates recommendatlonsg
of the MaJor NATO Commanders. It includes a draft signal tc MODs

(less France) and MNCs, and a draft slgnal to MOD France.

i, You are requeated to comment on or approve the
Enclosure hereto. If no reply 1ls received by 19 May 1967,

approval will be assumed.

1 ENCLOSURE EZIO PISTOTTI Q
Report by SECAN on Lieutenant Gereral, Itallan Army
Distribution of NATO Director Internatlonal Military StaIf
Cryptographic Material -
to France \

COPIES TO:

IMS LIST B {less INE,-P&P, OTC, LOG)
SECAN - . .
CRYPTOSECURITY
-1 - Thip document consists

of ' pages,
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ENCLOSURE 1

REPORT BY SECAN

on

DISTRIBUTION OF NATO CRYPTOGRAPHIC MATERIAL TO FRANCE

1. SECAN submltted certaln recommendations concerning the
distribution of MATO cryptographlc material to France, and the Major
NATO Commanders have commented on the SECAN recommendations. In-
dependently, as an lnltlal step 1n denying information to France,
two new ADONIS (KL-7) key lists, AMSP 1123 and 1124, and a unique
gset of rotors, AMSP 3010, were.luntrodugediforcthe snévypitlion of
COSMIC TOP SECRET -iniformation.

2,  With the introduction of AMSP 1123 and AMSP 1124, and
a2 unique set of rotors for the encryption of NATO COSMIC TOP SECRET
information, the Group of Fourteen now has the capabllity to
exclude France from the most sensitive NATO traffic. The current
NATO COSMIC TOP SECRET ADONIS key lists, AMSP 1016 and AMSP 1038,

are avallable for intercommunication, as requlred, with France.

3. CINCHAN and SACEUR agreed with the SECAN recommendations,
but deslignated some additional cryptomaterial which should continue
to be distributed to France if proper coordination 1s to be
achieved in exercise and war., SACLANT recognlzes that French
forces will require some NATO cryptomaterial to enable them to
cooperate with NATO forces at all levels during exerclses, emer-

gencies and war., However, SACLANT considers it equally desirable
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that the military forces of the Group of Fourteen

3 APPENDICES
A. Recommendatlonsfor Future
Diztribution, of Cryptomaterial

to France
B. Draft msg to MODs (less France)
and MNCs
C. Draft msg to MOD France
NATO - SECRET -2 - Enclosure 1
IMSWM-59~67
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have the capablllity to communicate at all levels of command in
cryptosystems not held by Prance. Thus, SACIANT agreed to the
continued distribution to France of NATO cryptomaterial only if
alternate cryptocommunications are made avallable to the Group of

Fourteen.

4, SECAN agrees with the SACLANT recommendation for alternate
cryptocommunications to be avallable to the Group of Fourteen for
policy and planning matters. However, To duplicate general NATO
systems and low level codes, in order to provide alternate crypto-
communications to the military forces of the Group of Fourteen at
all levels, would be operationally confusing; result in a tremendous
proliferation of NATO cryptomaterlal; and cause production, distri-
butlon and accounting problems. The risk to NATO mlillitary forces
of continued distribution of some of this lower level materilal 1s

considered insufficient to warrant the action proposed by SACLANT,

5. The followlng comments are provided in determining the
future distribution of cryptomaterial to France:

a. ADONIS (KL-7) - Distribution of the NATO COSMIC
TOP SECRET key lists, AMSP 1016 and AMSP 1038, should con-
tinue to be made to France., W1lth the introduction of AMSP
1123 and AMSP 1124, the Group of Fourteen have the capability
to communicate in COSMIC TOP SECRET key lists not held by
France. CINCHAN and SACEUR have recommended the continued
distribution of AMSP 1026 (Naval General Key List), AMSP
1031 (Submarine Key List), AMSP 1087 (General Small Ships
and Marifime Patrol Aircraft Key List, Atlantic-Channel-North
Sea-Baltic Area), and AMSP 1088 (General Small Ships and
Maritime Patrol Alrcraft Key List - Mediterranean Area).
France should also continue to recelve AMSF 1023, the NATO
Practice ADONIS Key List.

NATO - SECRET -3 - Encleosure 1
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b. KW-37 Keying Material - The French operate broad-
cast EBR at Brest, so will need to contlnue to receive AMSP
4005, the key cards for thilsg broadcast. CINCHAN recommended
the continued distribution of AMSP 4016, the key cards for
broadcast MNR controlled by CINCHAN. Distribution of other
KW-37 keyling material should be discontlnued, except for key-
ing material used 1n exercises when the French participate,.

c. Codes and Authentlcation Systems - SACEUR and
CINCHAN have recommended that AMSP 620 (TRITON Authentication
System), AMSP 608 (Naval .Numerel! Code), AMSP 622 (Naval and
Maritime Alr Tactlcal Code) and AMSP 633 (Sub-Air Code) continue
to be distributed to France.

d. Recognition and Identiflicatlon Material - This
material should be avallable to France for carrying out
cryptographic tralning and for use in exercises.

e. NATEX -~ There are three NATEX cryptosystems avall-
able for NATO use. Retention of the AMSP 276 series (for
naval vessel® when operating on hazardous duty misslons during
war or emergency, a&nd held in war reserve status) and AMSP 288
seriles (classroom training) will permit France to carry out
peacetime training and have war reserve materlal avallable,
SACEUR and CINCHAN recommended retention of the AMSP 270
series by Prance as & backup for the KL-7.

T. Merchant Ship Cryptomaterial - Thiz material should
be distributed to France 1n order to carry out peacetime
training and be avallable at stockplling centers for use on

the outbreak of war.
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g. System Indicator Encryption Material - This material
is necegsary in order to encrypt system Indicators assigned
to the NATO ADONIS key lists which France will continue to
hold.

NATO - SECRET -4 . Enclosure 1
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h. Call Sign Encryption Materlal -~ France should
continue to receive call slgn encryption material in order
to maintain a proficiency in its use, The NATO policy con-
cerning call sign and address group encryption recommends the
implementation by natlonal authorltles of call sign encryption
for national traffic in peacetime.

i. General CRYPTO Documents, Operating Instructions and
Maintenance Manuals - France should contlnue to receive the
operating instructions and maintenance manuals for systems
being used by them for NATO or national purposes. They will
need, also, general CRYPTO documents such as cryptographilc
instructions, distribution and accountlung manudal, allocation
tables, directory of holders and communicatlons security

information memoranda.

6. Appendlx A 1s a summary of the recommendations by
SECAN and Major NATO Commanders for future distributlion of
cryptomaterial to France. As indicated in paragraph 4 above, it
1s not feasible to include all of the SACLANT recommendatlons.

7. It is recommended that the Mllitary Committee approve
the plan outlined in Appendix A heréta fon the future.dlgtribu-
tion’ of: eryptomaterial to' France.. . Draft messages:.are attached

for your conglderation
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RECOMMENDATIONS FOR 'FUTURE. DISTRIBUTION:OF CRYPTOMATERIAL 'TO FRANCE

Type of Cryptomaterial

List of Cryptomaterial List of Cryptomaterial
Which Can Be Furnished

To Be Discontinued

ADONIS (KL~-T) Key
Ligts

KW-37 Key Cards

Codes and
Authentication Systems

Recognition and
Tdentification Key List

RATEX Key Lists

Merchant Ship Key ILists

System Indicator Key
Square

Call Sign Key list

General Cryptodocuments

Operating Instructions
and Maintenance Manuals

Conpartmented
Cryptomaterial

Miscellaneous Keying
Materiel
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ANMSPs 1016, 1023,
1026, 1031, 1038,
1087, 1088

AMSPs L005, k016
(Other Key Cerds
may be distributed

£MSPs 101k, 1025,
1029, 1102

ANSPs Looi, hoo2,
L4003, 40Ok, 40O,
hOOT, Loog, 4009,

when France participates 4012, LO13, LOLk

in NATO Exercises)

AMSPs 608, 620, 622,
633

AMSP 158

AMSPs 270, 276, 268
series

AMSPs 21k, 217, 218
AMSP 617

ANSP 298

AMSPs 291, 293, 505,
514, NACSIM

Systems held by France

(Mey be distributed if
Controlling Auwthorily
determines ‘that an
operational requlre-
ment CXists.)

ANSPs 1091, 1097,
1098, 1099, 1101,
1106, 61k, 627,
628, 629

Keying Material required
for secure operation of
on-line circuits between
France and NATO forces.

-6 - Appendix A

to Enclosure 1
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APPENDIX B

DRAFT MESSAGE

FROM: NAMILCOM WASH DC
TO: MOD BRUSSELS BELGIUM

DND CTTAWA CANADA

CHOD COPENHAGEN DENMARK

MOD BONN GERMANY

HNDGS ATHENS GREECE

MOD ROME ITALY

MOD LUXEMBOURG LUXEMBOURG

MOD THE HAGUE NETHERLANDS

CODS OSLO NORWAY

MOD LISBON PORTUGAL

TGS ANKARA TURKEY

MOD UX LONDON ENGLAND

SECDEF WASH DC

SACEUR MONE BELGIUM

SACLANT NORFOLK VA

CINCHAN NORTHWOOD ENGLAND
INFO: MOD NAVY LONDON ENGLAND

MCREP PARIS FRANCE

SECAN WASH DC

DACAN WASH DC

NATO SECRET CRYPTOSECURITY
MILCOM MOD UK hold andcpass' 'info EUSEC, MOD NAVY London
pass info EUDAC Subj Distribution of Cryptomaterlal to France
Ref MILCOM 738

1. 2 Military Comnittee has consldered: nécorméndations Trem?

MNCs andlSECAN,Ebﬁd hasconcluded -that the followlng addlédonal

NATO - SECRET -7 - Appendix B
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changes should be made concerning future distribution of crypto-
material to France:

2. Discontinue distribution of ADONIS key limts AMSP
1014, 1025, 1029 and 1102;

b. Discontinue distribution of KW-37. key cards except
AMSPs 4005 and 4016, Other KW-37 key cards may be distributed
when France participatesiin.NATO exerdises.

c. Discontinue distribution of compartmented crypto-
materlal. However, controlling authority may authorize
distribution of compartmented cryptomaterial when operational
requirement exists,

2. Above action will be implemented by DACAN as soon a&s
necessary arrangements In diztribution can be accomplished, This
action 1s in addition to plan outlined in ref for encryption of
COSMIC TOP SECRET information.

3. ' MOD France has been informed by MILCOM (to

France only).
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APPENDIX C
DRAFT MESSAGE
FROM: NAMILCOM WASH DC DIST: (to ineclude
M1lReps;
TO: MOD PARIS FRANCE SECAN:-
DACAN)

NATO SECRET CRYPTOSECURITY

MILCOM Subj Distributlon of NATO Cryptomaterial

In view of withdrawal of French Military Forces from NATO,
certaln changes are necegsary in distribution of NATO cryptomaterial
to France. Military Committee has determined that following
cryptomaterial will continue to be distributed to Prance: ADONIS
key lists AMSPs 1016, 1023, 1026, 1031, 1038, 1087 and 1088; KW-37
key cards AMSPs 4005, 4016 and key cards used in NATO exercises in
which France particlpates; codes and authenticatlon systems AMSPs
608, 620, 622 and 633; recognition and ldentification material;
NATEX material; merchant shlp cryptomaterial; system lndicator
encryption material; call sign encryptéon materlal; general crypto-
documents AMSPs 291, 293, 505, 514 and NACSIM; operating instructions
and maintenance manuals of NATO systems held by France; compartmented
keying material when controlling authorlty determines operational
reguirement exists; and keylng materlal necessary for secure opera-

tion of on-line circults between France and_NATO Forces,
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