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‘Members Présent: . . Mr “Wwilliafn H, Goodman State-
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» " Mr. James V. Nasche
' Defense -Mr Louis.A. deRosa
' " "Dr. ‘Joha P. Gigrich
..Cdr Lawrence R. Kilty
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~ S Mr. Stanley E. Holden
'Army Mr Dossie B. Glass '
Navy - Capt C. G. Phillips
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The Chalrman opened the meetmg by requestlng each Member to ,
. introduce hlmself and to descr1be briefly his position in his agency. He-
' ““also introduced Mr. Louis. deRosa Assistant to-the Secretary of Defense
' for Telecommunications. The Chairman then observed that’ probably the
_ /Board should.meet more frequently and that he was.always willing to
: consider callmg a meetlng whenever a I\/Iember thought 1t appropr1ate

_ The new Executive Secretary, Mr.. Bayard T Keller, ‘was then intro-
. .duced by.the Chairman with the observation-that-for Tea sons. of economy
.and full utilization of time, Mr. Keller: would function in-a double-hatted
capac1ty, i. e., as Executwe Secretary, USCSB and’ as-an NSA employee.‘
Both the. NSA Mernber and Mr. Keller stated emphatlcally that when acting.
‘as’ the Executive Secretary he would be workmg exclusively for the" Board '
-and for-the. Chairman. "The Chairman then, thanked Mr., ;Chittenden:for - - -
hlS exccllent support and w1shed h1m well in hls new ]ob

Aqenda Jtem 1, COMSEC Assustance to the Braz111an NavL

The Navy Member opened the dlscussmn w1th a brlef rev1ew
(which is attached) of the Navy's p031t10n on the proposal to provide
KL-7 equipment toé Brazilian Navy.units. - He concluded with the -
 -statement that the operational need for secure communications -
".capability-with the Brazilian Navy still remains; that the other .. ... ..
. military . serv1ces and the -JCS-have concurred in the requ1rement
“and that in his view the' facéts ‘of the operatlonal requlrement ‘out-
" weigh the 1nte111gence considerations. - The NSA:Member responded
‘that,” although as-a Naval officer he understands the need-expressed
.by the.Navy, he had voted agamst the release when it was. considered:
“by the USIB because the’ 1ntellicxence risks are ceftain not conJectural
.Dr. Tordella observed that the risk of Brazil seeking crypto equipment
" from another nation was not great because it would not help the Brazilian
Navy.to talk.with the USN. | |
| | He suggested.
. an:alternative in.which operational codes would be used for these -
communications in time .of peace and an assurance would bé given: to the
Brazilian governmex t'that appropriate equipment would be- supplied in
time's of severe tenision or hostilities. “The* Chairman asked if he was
proposing a comproimise’and the NSA Member repheJ that he was’.” Thé
' poss ibility of one- ~-time tape systems be1ng used instead of the KL-7.was
raised by the State Member. However, the Navy Member said that it would _
be operationally unsuitable for it would mean re-equipping U-.S. ships with -
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devroes whlch have severe loglstlcal and 1ntercommun1cat10ns problems.
- The fact that 9200 units of the KL- 7 have been distributed among elghteen' -
foreign countrles, includmg NATO, South Vietnam, Nationalist China,
- and-South Korea, was raised as an argument that distribution-to the

o ‘Braz1lian Navy would.not constituté any greater hazard of compromlse -

. of equipment. .Dr. Tordella stated-that compromise of thé machine is
. not an issue becatse it has been compromlsed repeatedly.. The point .
~.is that with the exception of Vietnam and two others;, not in South. -

" -America,,

, The Chaxrman then asked the Navy Member for his reactlon
to:the compromise which the NSA Member had- proposed . The. Navy
'Member responded that it was not acceptable“because it. would be _
-impractical to hold-off distribution of the equipment until there was
‘a hot war., .For orie thing, it takes time to. develop. the capablllty to
use the: equlpment and for- another, the Navy is concerned about the-
" rpresent. gradual loss of information about-fleet tactics and: the detalls
of administrative and logistical arrangements’ and collaboratlon with
"'_the Brazilians. The Chairman then-called for-the Members to vote .
on the proposal to release the mod1fied KL-7 to Bra21l “The voting _
~Was .as. follows : ; - ~ : ‘

' S State No, w1th comment that thls question had- been

thoroughly coordinated within State and. that the political desk.,. which
has the overriding interest, and the Office of Intelllgence both ‘were
agamst relea se. ' '

_T_relS_uLz_ No with the comment that| lin’
‘ the area must be protected. g L . - )

Transoortation' Yes, w1th the comment that the Navy has made
aca se for the operatlonal requn'ement :

. A y Yes, w1th the comment that.the Navy has an .
operatlonal requirement and that practical safeguarding actions can be

- taken to limit prol1ferat10n of the equlpment among other South.
’ Amerlcan natlons .. :
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WlthOdt vew careful exammatlon He stated that h1s own experlence as - .
_ a. tactical commander in South V1et1 \am did not prove that unlversal secure
voice is a necessity, that in his opinion 25% of the. l1nks at most should
be’ secured, and that the ‘Combat Development Command was studying this:
aspect of the problem’. " One of the reasons that the MALLARD Program.
will not be developed as originally conceived is because it requires full
- ‘c¢ommunications- security. . The Army. Member continued- by saying that.
. the price for this is just too high.. Trying to secure. the systems we now
" have in the field would require billions of dollars at a.time when even .
"a single million dollars has-a signlflcant impact on Army. 1nte111gence. :
' A'He €stimated that from a tactical standpomt less: than 50% of the links .
. would requlre sec'urlt/. -

‘ 3 The NSA Member responded that he d1d not 1ntend to suggest o
that alr equlpments now in the’ f1eld should be mod1f1ed~—1ust new
' equlpments and essential older ones. He stressed that the victim does "
" not always know when he is being" compromised and that low level"
circuits yield a'lot of information in the aggregate. He said- that L
' .Gen'Abrahms expressed complete agreement with the prmmpal of . .
. ‘complete: secur1ty and that when asked about the equ1pment having.a plam
' text capability said to "throw-that switch-away. On the matter-of- costs,
he said that on a total system basis. COMSEC adds about a 10% increment IR
f.'and that- this. percen*age moves up to about 50% for manpack equipment . )
with"COMSEC integral in.it. He.concluded. that the cost of adopting'a —.... ...~
pOllCY such as he- suggested would have to be compared against the.cost
of providing- COMSEC separately and that within any given fiscal year
“the ‘choice might have to be made between more’ 1nsecurity or less-
' ':COmmumcatlons capablllty

=t The Chairman asked Mr. deRosa }A'sst to the SecDef for

Telecommumcatlons) if he cared to comme nt

ﬁ Mr. deRosa’ observed that ach1evement of total securlty in
_an on-going- program,. such as the TRI-TAC switch which must interface with
B ‘older existing equipment; probably could not. be done within the projected
time frame without excessive cost. Thus, the initial switch might -
_lach1eve only partial security. He also said that it would-help to relieve
the fidancial hardsh1p if NSA could come up with a dev1ce that gave some,
but not complete securlty, such as PARKHILL. S

V" Mr. Barlow (AsstDLr, NS4, . for COMSEC) commented that he :
beheved that there was no option open to ma1nta1n a v1able m111tary '
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".’countrles the very strong statements made. by NSA are persua swe._ .

' ‘.";‘IQI‘A,LS:.,‘NO_',. 5 votes. Yes,-4 votes . Abstatih, 2.

' that the pohcy oroposed by the NSA Member could not’ b/adopted ;z

R AEC No w1th the comment that although recogmzmg the’
Navy s need and the. wide dlstrlbutlon of the KL-7 among NATO

CONSA: No. - S

'F.BI Abstaln with the comment that because of not bemg in.

a« p051t10n to- ]udge the merits they ‘had abstamed m UQIB and d1d not
'.want to be a swmg vote here. b

_ Defense: ,Ab‘sta in.

: \ S .
“"The Chalrman stated that the deC1s1on was .not to release

" and- svgqested that the. Navy should consider-the compromise -offered
by NSA. The: Navy Member said.that he would like to have-a spemflc
_ .prop,osal The NSA Membe1 suggested that they work 11. out together.

Aqenda Item 2, Btenn1al Reports Analys1s

"The NSA \/Iember sa1d[that he was. convinced that there are -
general insecurities in both the military and c¢ivilian agencies and.
that, collectively, the electronic security posture of the U.S. has ‘-
enormous shortcomings. He said he believes that the COMSEGC . -
equipment being used is essentially secure but that in-voicé-
communications particularly there are major insecurities which the

Board should do sométhing about. He thén described some nine
- incidents or situations (mainly military) in which the failure to

practice voicé security or to use available COMSEC techniques had
resulted in significant losses of classified information and : ‘unnecessary

- combat losses. He concluded the presentation with the observation,

that insofar as military operations are concerned that technology

’ now can provide security integral with vo1ce communlcat1ons security for

all military networks at a reasonable cost He urged the Board “to adopt ..he '

. _recommendations in his memorandum of 20 November 70 (Serial: ,
-N 1187) which proposed a policy that all new military. voice -communi-

cations systems be developed with integral security and that those now
in devel'opmentbe reviewed to determine-if they can be secured or, -
if not-that, development should be modified to permit’it. -

2 - Thé Arrhy Member commented that without heing disparaging_ ==
about NSA!s impressive COMINT operations, the money shortage ig ‘
so severe-and the-cost of providing secure. voice to everyore-is. so h1gh@’ﬁ{y
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force w1thout bemg completely secure. He pomted out that the}

"L The Army Member said that in Europe;

q‘ The Chairman brought the dlscussmn to an end by asmgmng»

.Mr Kell%“ the task of heading.an ad.hoc committee consisting of at

least one represcmtatlve ‘of the m111tary serv1ces and-one of the c,lvﬂran

. agenciesto .analyze the.biennial reports and, to make recommendattorts

. to'the Bdard -on these -issues. Thé NSA. Meénber requested-that this - - _

. assignment also include. ronmderatlon of the problem of regularly . P.L. 86-36 o
.. changing call’ signs and frequencies - (as outlined in his letter to EO'3-’3b(3) o

‘ the Bodard, .Serial: N 1187, dtd 20 Nov '70). Before leaving the ‘

subject ‘the Army Member regquested that the other two serv1ces give

'a reactlon to the NSA Member s recommendatlons

Qt, The Navy Member sa1d that he agreed w1th the statement of

- -the threat and that he would support the premise but did not know how
. to.get the money it would require. The Air Force Member said that
- he would like to have the. 10% incremental cost of security proveén;.also

that. securing all voice communications was a desifable goal but it would
have to be cheap. He also said that the Air Force could not accept

the idea of eliminating the clear text option , particularly for airborne -
commumcatlons for éxample, many Air Force aircraft must.communicate -

‘with traffic controllers in many forelgn countries. Finally, he said that.

adoption of the. concept would require complete review of the 407L Program ,

. h1ch would be very troublesome

: \° ‘The Chalrman asked if any of the 01v111an agenc1es had any
comments + The Treasury Member said that he could use help in
convincing high level officials that the government telephone system

is being intercepted on the microwave links. The BAEC Member expréssed -

“the same problem and- cited an -NSA study of voice traffic in the Nevada

test site. whlch showed con51dorable loss of clas51f1ed mformatlon. The

" Chairman.summarized by saymg that.voice .security is a major problem ..
-and that ev ery effort must be made to solve it 1nclud1ng the economic

_7‘. :
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~ aspects. A suggestion that-the Ad Hoc Group currently attempting to
. write national COMSEC.objectives, should also address. themselves. -
to the spec1f1c recommendations from NSA and work with the newly
desu;nated ad hoc group ‘was ob]ected to by the NSA Member on the
.. grounds that the mattew was more urgent The Chairman sustained
. him : : ' : »

M \/[,,» A enda Ttem: 3 Need for'a, Nat1onal Policy on Computer Security
The’ AEC Member opened the" SubJeCt by statmg that he sees .

: computer securlty as a problem which sooner or later will affect

. practically all agen01es particularly when rrany computers through-

. out .the government become 1nterconnectef1 W1th numerous remote’ ,
'interrogation points.: The amount-of 1nformation ava 1lable in computers, ,

. .even today, raises the questions of-who- ha's access what -are the.
physical secur1ty controls associated w1th it, and what controls are

" possible to insure ‘proper interrogation. _He. stated that everybody
proceeds on the basis that the communications should be secured and G

that the informatioh in the computer should be secured, but that - - DR

achievmg this is exceedmgly difficult. He said it is in ‘the general
interest:of the government to have a national pohcy, including security
cL \standards and criteria,. and that this should-be done before the problem '
" .t gétstfurther away from us. T e S

| ™ " The .»Cha»irma'n'. commented that his Deputy for Security, Policy
-will soon issue a formal"state'ment of "‘security requirements for ADP -
in:the Defense Department and- that USIB was also preparing a secur1ty
_policy paper. T o

\1’ . Mr. deRosa commented that by 1980 most ‘of the military
- communications will be in data form and that- security w1ll be even
‘more 1mportant

" \v\ Dr. Tordella observed that current equipment permits encryptmg
digital data- up to a 20 megabit rate. The Chairman held up a copy of the -
- Defense.Science Board's report-on computer security (which had been
forwarded to-each Menber) and said that although he had not yet read 1t‘
‘he- assumed ‘that .it would be of help 'and asked the AEC Member what’hc
- thought the next step snould be. L T (

\< The AEC Member replied that, although he is. loathe to recém end
N another committee, he-believed that the Board" should consider establishlng .
xt.one to look at the problem-and to attempt to develop a set of- standa_rds that -
could be applied on.a governmerit wide-basis. The NSA Member agreed and
" said that there is'a close correlation between the techniques for securing,
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'cOmputer information and communications, circuits
this problem should be taken on by ‘the Board rather than attempting. to
“put it somewhere else.
"+ should have jurisdiction over this.
" no. one disagreed.

" He said he fhdught

‘The Chairman asked if everyone agreed the Board -
Although there was no direct response,
Thé Air Force Member commented that at. the present -

' ..time no one, to his knowledge, is dealing with the sccurity aspects, of

'the software operatlons and that it is thlS area whlch is critical

QU Dr. Tordella' suggested that. at 1t's‘ next meeting, -the Board

| -the COINS System’ have been solved

%(\ At this pomt the Chairman said that he would like to name
an ad hoc group to loo into the. problem 1nclud1ng the question of thé
]urlsdiction of the Board. He asked that Dr. Gigrich of his staff, the

- Executive. Secretary and the Executive Secretary des1gnate meet with

s

an ad hoc group on computer security
Wi : e ’ :
.&. The Cha1rman then said. that he believed that this meetlng

_ frequently than once a year. He stated that meeting for the sake of
: ."meetmg should be avoided, but he would encourage each Member to
get in touch with him if he bélieves that a problem has arisen which
warrants a meeting of the Board. He reiterated that he would call a-
" meeting sometime in February .71 to discuss further the problem of
'~ secure voice and to con51der the recommendations of the ad hoc
groups establicneo today. o :

\P\LThe thirteenth meetmg of the USCSB adJourned at 1: 30 p. m

Incl:
USN Review
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‘listen to a- briefing on the.extent to which’ the security problems 1n L

o

.. him in the coming week to discuss the composition and Ob]eCtIVeS of ‘

had been worthwhile and that he' thought- the Board should meet more ..

NSA TS S
\ |

P ages -




v

l
1}

s Agenda Item 1.- COMSEC

- NKVY REMARKS

A5515tance to the Braz111an Navy (s)

it i
i T
o A secure, common cryptocapablllty is
f. P also needed. to protect’ 1nformat10n concerning tactical doctrine duriqgh' ﬂ
s cOme.ned USN/BRAZNAV exercises. 1 ~OGA P
o :f IS .
- { 3} of the means available fOr meetlng the requlrement for a secure, common ;
E' -A USN/BRAZNAV cryptocapablllty, only the TSEC/KL-T will sufflce for the '
.- b
N 1
f. fgllowing reasons:
| T
i '} .a. .Courler - Too slow, ]
. i b.. Providing cryptoteams aboard BRAZNAV ships orfat‘shore'statidhs
i [ .
iT would require addltlonal U. S naval personnel which the U S Navy cannot’
i; support _ Further, BRAZNAV w0uld undoubtedly not. be agreeable to.such'anﬁ
; -arrangement. T'ﬁ'
ﬁﬁfﬂ&UF:(l)IU : o
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