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. . _ rhe. ~hairman -op6ned~_thr?:·meett·n<j· by req:l.'!e.s.tiri.g- each Member to 
·. in.tr.oduce himself and to describe briefly his· position· in his agency·.· He-·· 
. 'also introduced Mr. Loui.s. deRos'a I Assistant·to··the S~cretary of Defens·e· 

.... for Telec6mmunicati"ons ." . The Chairm.an then observed that propabl.y the · · 
.·Board should_meet more frequently and that he was.alw<ws will.ing to 

_- consider calling a meetin9'. whenever a :Member thought it appropriate. · 

. The nev/"Executive· Secr'etary, Mr·~- Bayard T·. _Keller·,-~as the~ intro,..:· ... 
duced by. the Chail:man·wi.th the observ~tion·tha.t·f6r-reasons. of economy 
.and full: utilization. of tim.e,: Mr.· Kei):e.r" Woulc{, . .furiction.in.,~ doubl~--hatted 
. capadty I i.e. I as Executive' se·cr~t'a.ry I us(;-ss·, and a·s ·an NSA employee . 
. Both-tl)e NSA Member-and Mr. K.eller stated emphatically. that when 'acting. 
:as th·~ Ex~cutiv~ Se.cretary he ·would ·be working exdltlsiyely for·: th'~': Board . 

. . and . .for.·th~. Chairman_~ · Th~: Chairman then .. than'keq .Mr-.: Chittenden~- for 
.. pis .excelle:ii.tsupport and-wished. him we.ll)n hfs new· j.ob • . . ·. . . . . . . . . .. 

. . . . .. A@.hda 'Item 1; CQMS-EC.-As-sistance.to.the· .. Brazilian Navy: · 

. The Navy Iy1ember. opened .the· d isc~s s ior;l.with .a brief review 
(which is attached) of the. Navy's. position· on the.- proposal to p_rO'vide 
KL- 7 equipme:nt t6 .Brazilian· Navy. units ... He con-cluded with the 

. · ·statement that the ·operaUonal need for secure 90mmunic;ations 
.... capability:w1th the.:Brazilian -N~vy still r~matns;.that.the other 
· militcrry_.services and the .JCS h9,V:e .concurred --~n the re_q}lirement 1 

"·~fhd that in· 11~8 v~i·e~s· ti1~~.ra·ct~ ·of' th~:op¢r~-h6'nat:··;~"q·u:ft.eMErrit·· .. ~~t-
·. weigh t-he intelligence conside_rations·.-· The· NSA Ivr'embei responded 

that,>· although a·s· a Naval officer he understands the need· expressed 
. by the.Navy ,. he had voted against the .. relea se when it was considered: 
by the USIB because the.'-inteliigence risks are certain not conjectural. 

.. Dr. Tordella obse!ved ·that' the -risk of Brazil :s.eeking crypto equipment 
from another: nation was· not great because it wo:uld not hel the._Brazilian 
Nav. .to-talkwith'-the USN.·, 

He suggested. 
a.n :;alternative in-whiCh operational codes would be.· used for th~s.e .­
communications in time .of peace and an assurance would be given to the 
Brazi.liar1 government ·that appropriate equipme·nt would be -supplied in 

· time1s of severe tetl:slon or hostilities. ·The"Chairman·asked.if hewas -· 
·proposing a co.mprotnise·':a_n·d the NSA l\.1einber. replied tha.t he was·. The 
pos~i~ility of one~time tape ·syste_ms 'being ·used ·instead of the KL~ 7. was 
raised by the State Me~ber. However, the.Navy Member said that it vv~ould 
be operatio!1ally unsuitable for it-would mean re-equipping u~s. ships with., 

P.L. 8.6--36 ~ · . .. . 
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. :.de~'l6~~· ~hi~h.'ha~e seve::e. ;ogis~ic~.i ·~nd. ~nter6omm~.ri~~~tions ·~~~ble~_s·:. 
·The fact th~t 9200 units ?f t~e KL-7 have been ·a;is:tributed among· ~ighteen · 
.fore~igri countries·, including NATO;· South Vietnam, Nationalist China, · 

I 
I . 
I . 
I ,. 

! 

,. 

·. and·South K~re~·, was raised ··as an··argument thatdistribution·to the . 
·:Brazilia·n Nirvy.would.not constitute any greater hazard of compromis-e· 
· or' equipment. .Dr. Tordella stated·· that compromis.e ·of the machine is 
. not. an issue because it has been compromised repeatedly .. The point 
·.is t!'lat with the exception of Vietnam and two others~ not in South-

. ·A meridf,J 

I o" • 

. · The Chairman then· ·asked the Navy Men)b.~r for his reaction/ 
to.·the compromise which the NSA Member pad proposed.· .. · The .Navy . · 

· Member-respond·ed that it was not acqeptable·:be8a.use it.vy~uld.·be . 
··impractical to holcJ.off distribution of the·equipment until therewas 
. a hot war •.. For one thing,· if takes· time t_odevel:op .. the capability·to··~· 
use the·.equipment·and for·~mother,. the Nav·y is concerned abm.it the 

· ·~present gradual. los~ of information about.'fleet tactics a.nd .th.e .det~·ils 
of admini'strative and· logistical·arrangements· and. collaboration with 

· the Brazilians. The Chairman then ·called ·for-the Members to .vote. 
·on the ·proposal to release the. m~dified ·KL-7.to Brazif~'. TJ:le vo~ing 
·was .as. follows: ·,· 

~ State: No; with comment that this question·· had ·been·· 
tho~oughly coordinated within State arid th~t thepolitical pesk,,. which 
has the· ov.erridii}.g interest, and the Office· oflntelligenc.e both were 
against release. . .. 

. . 

· · Tre~sury:. No·, with the ·commetlt thatL..~---------'1 in· 
the·area inust.be protecte.d.-. . . 

. ·. Transport.atlon: Yes, with/the comm~nt that· the.·.Navy· has made 
a· case for the opera tiona1 re.quirament. · 

. .· .. · . 

Army: Yes, ·with th~ 'co'mment tha't :the Navy has ·an 
operatiol:}al· require.merit and that-pr~ctical safeguarding a,ct.ions. can be . 

. tak~n to limit proliferation ¢(the equ,ipment among other South. · 
· American· nations. .. ·· 

.· , . . P·. L. 86~36 
Navy~ _Yes. . . EO 3.3b(3) 

· Air F~rce: Yes. 

CIA: No. 
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withoutvely careful examination. H:'e stated that. his own experience as .. 
·q._tactical comrnander in South Vie.t1~am did not prove that universal secure. 
voice is a necessity, that in h~s opinion 25% of the.l~nks at mqst should 
·pe· secured 1 and that the Combat Developm.enJ Command was studying this·: 
aspect of the problem·.·· Q.ne of the rea~ons that ·the MALL.l\RD Program 
will not be develop.ed as originally c.onceived ·is .be.ca.use· it :requ~res. f1.,1l(: · 
·c·ominunicati'ons· security .. The Army. M~mber continue~ -by saying. that.. . . 
·the price: for this is just toq high. Trying to secure the systems we.·now · 

. have in .. the .field ·would require billions ·.of dollars at a. time when even· .. 
· a: s-ingle miilion cioilars has a signifi-cant impact on Army. intelligence o, . 
·H:~·e·stima:ted'that f~orh a tactical standpoint less:-tha1i. SO% of the l'inks . 
. w~uld. requir~ secur.ity 0 • . • • ' • • .. •• ' . 

. . .. . . . 

}·~-;.The~ NSA Member r~sporided :that ·he :d-id ·no·t intend. t~ 'sugg~st . 
. th~t· ·au 'equipments now ~n the field- s'hould be modified~-just ne.w 
equipments ·a:nd essential olde.r ones .. H~ stres-sed that the victim does 

. not .always know· when he ls' being compromis-ed. and that low level· 
circuits yleld a 'lot of'in'~()rmation 'in the a_ggregate.~o ~~ :_saiq ·that 

. Gen·Abrahms expressed complete agreement with the principal of .. ,. 
complete =.~ec.urity·-and that when asked about the equipment havlng. a ,plain. 

· text· q:1pability said to ·"throvi.rthat switch away o "· ·O·n. the matter~·Of'c.osts, 
he said that on a total system basis; .COM SEC add's about a 10% incre.ment 

:. and that this .per~~ntage moves up to about 50% for manpack equipment 
with··coMSEC' integral in .U. He .concluded. that· the cost of adopting,. a - ...... 
pqlicy.such a-s ·h~ suggested would have to be· com·pared aga.inst the_-. cost 
o(.providing· COMSEC sepa·rateJ.y and that withi-n any ·giveh fiscal year· 

: the ·choice ·rn.ight have tq be made betvveen more· ins~curity,or less· 

· :commi.,nicati'ons capabil~ty. · . . ) . ·.. : _ : · . ·. 

. · · l.!f.. f'he. Chairman asked Mr. deRosa J/sst to·the ·SecDef for-
Tele.communications). if he cared to comm~nt o · 

· · ( M~. deRosa· ·observed that a~hievement.of total ~e~urity in 
an on""g_oi.ng· program,. such as the. TRI.:..TA.C s~itch whiCh must 'int~rface ·wlth 

··.older ex-isti'ng equipment; probably could not.be done within the projected 
.·time. frame without ex~essive cost 0 Thus 1 the .initial s~itch might · 

I. . . . . . . 
.achieve only·pa:rtial security. He also said that it would·help to relieve 
.the -firla~cial hardship if NSA could corhe up with a' device' that gave some I 
but I?Ot compl~te ~ s ~curity ,:- s.uch as PARKHILL. . . . 

v - Mr.· Barlow ·~·s~tDir 1 NSA 1 • for COMSEC)comm~~ted that h~ ·. 
believed· that there was no option open .to rna intain a. viable. milit?rY 

l. 
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. ···~·. . . ... : . . .. . ,·,. ' . . . .. . . ..,.., .... ' . . . . . 
. , .. AEC: N~, with- the comment that aitho~gh rec~gnf~i~g-the 
Navy'_s need and the wide 'distribution. of the Ki~ 7 among NA.TO . · 

·. countrie~·, the. very ·strong statements made by NSA .are persuasive •.. 

. NSA': No .. ,.·:' 
·. 

· FB!i_. Abstain ·with the comment that b.ecause of not bein·g in . 
a~ po~ition;to- judge the m~rits they'·ha·d abstained in. USIB and did not. 
w~nit to be a--:swing vote~:here: . ,, :.'·. 

Defense: Abstain. 

·. :·T()'J.'A.L.S: .. No, 5 votes. Yes,-4 vo~es. Abstain, .:2'.­
\ 

'T·he Chairman _stated that the d.eds:ion was .not to relea-se 
· a.nd· suggested-that the Navy ·should· consider .. the compromise ·offered 

by NSA. The :N-avy Me~ber s<Hd ,that he would.like to have. a specific 
.. p'roposal. Th~ NSA M_emb'er sugg-ested thatthey_ w·ork i~ out together.·· 

·;Agenda Item 2, Biennial·ReportsAnalysi·s:·.· .. ··. 

··.The N.S·A M.e~ber said[!_h~t ~e was~·co~vihced- .that.ther~ are · 
general insecurities in both. the military and Civilian agencies .and. 
that,· cqllectively, the electronic se·curity posture of the· U.S~ ha·s 
enormous shortcomings. He said he believes that the COMSEG . 
equipment being used is essentially secure but that in·voice .. 
communication_s particularly there are major insecurities which the 
Board should do· something about.= He. then described some nine 
incidents or sHuafions (mainly military) in whioh the ·failure to 
pra·ct~ce voice -~·ecur~ty or to use··avaflab.le COMSEC techniql:ies had 
resulted -in significant losses _of classified information and··· unnecessary 
combat losses. He concluded the- presentation with the observation I . . 

tha"S insofar as military op~ration·s are concerned, .t:laillt techr:olog,Y._ . . 
· now can provide security integral with Voice communications. se.curity for 
all mil;it~ry networks at a re;,"tsonable cosL He urged the Board to adopt the 
recommendations ·in his. memorand~m .of 20 November 70 (Ser.ial: . 

· N 1187) which proposed a policy'that all n·evy military·. voice-communi­
cations systems be developed with integral security and thq.t_ tllose. now 
in development be rev-iewed -to determine-if they- can be secured or 1 

i(notthat ~-developmen-t should be modified to permit' it. · 

· . · ) .. The Army Member- commented that withol,ft_ being .disparagil~ 
about _NSA_! s ~mpressive COMINT· operations-, the'·- money shortage --~t.. ·. • b-W 

. so severe. and _the-·cost ·of proviqing se.cure voice ~o eve~yorie -i_s. sto high;._}./}. 
that :the. p.o!icy proposed by .the· NSA Member ~ould not b71dopt~Jf 

·. . 5 · NSA)S C~ntrol No: 7oJJ.s-g 
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·. force with·b~t'being completely secure. He poin~ed out that th 

I · ... 

. ' . . : 1 

·· .. ·. 

· C( c The Cbairm~n brought the disc].l.ssion to an end by assigning/ 
Mr .. KeU~ theta sk of heading .an ad .hoc committee consisting .of at '/ 

. least one -repres·m:tative 'of the military-services a·nd-one of the civiii~n: 
agencies ·.to ancHyie'the.biennial reports and. to make recommendation!s 
to· the ·Board -on thes,G ·-issues~-· Th'ie NSA Meni.ber requested .that 'this ·.· · 
assignment also. include consideration of the. proble.m of regularly ·. P._L· 8~-3~ · 
cha~ging c·ail signs an,cl frequencies ·(qs outl(ned' .in his lette; .to EO 3.3b(~) 
the Board, .Serial: .N 118 7, dtd 20 Nov '70).. Before leaving the · . 
stlbject,·the Army Member requested thatth_e ot.her two services_g·1ve 
a rea·ction to. the NSA Member! s recommendations. 

·. : ~· The·· Navy ·Member· sa-id that·he ag~ee.d with-the·st<?tetnenf;of 
·the threat and that he would support the premise pu~ did not' know how 
to.g~t the money it :wo~ldre.quir~. The Air For~e Member.said that 

' he would like to have the .10% incremental cost of security proven; aJ:so 
that. securing all vofce communications was a desirable goal but it would 
have::. to be cheap. ~He also said that the Air Force could not accept 
the idea: of .elimin~ting the clear text .option, particularly for airborne ··. 
communications; for example·, many Air Force -aircraft must-communica.te. 

·With t~affic' controllers .in many foreign countries. Finally I he said that. 
adoption of the concept would require ·complete review of the 407L Program 
I . .. . .. 

hich would be very trou,blesome. 

. . . 
. \ 0 'The Chairman a s~ed _if any of the civilian agencies had any 
comments~- The Treasury. Member said that he could use help in 
convincing high: level officials that the government telephone system 
is being 'intercepted on the· microwave links. The ABC Me·mber expres s·ed 
the same. pr:.oblem and· cited an .NSA study_ of voice· traffic in.the Nevada 
test site. which showed considerable loss of ·classified information •. The 
Chairman~ summari;?:ecl by saying that. voice security is a major problem 

. and that every effort must pe mad(2 to solve it including' the economic_,_·-...... 
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a spec~s. A suggestion that--the Ad. Hoc Group currently_.attempting to 
·.write ·national COMSEC,ol;>jectives .. should. als.o _address -themselves · 

to the specific recommemdat'ioris from NSA and ~vork with the newly 
· designated ad hoc gr.qup·was obje-cted to b/the NSA Mernber on fue 

gro~ncls· that-the matter was more urgent. The Chairman sustained· . 
. him. · .. _. · - .. ,. . · 

. rP V" ; Agend~ Item 3 , ~:ed for· a N~tim>alP~llcy On Co~2~ter Sec~rity: · 
- ·· The.AEC ivr.ernbe:r:.op~·n:ed tri·~·~ubjec£,by .$taUng that he sees 
. comp~ter security as_ a probiem -which sooner;'o_rlat_er will affect 

. p:r~ctically .all agencies 1 particula'dy when risny COmputers through-
- . out .the government become interconnected with numerous remote- .. 

interrogation .poi~t~. ' .. The ~mount-of i~rorma.tion -av-ailable in corrlptiters I . 

... _even toda-y, raises ~l)e ql)estiors of--Wh<?-ha:s access, what '?re.the .. · . 
p~"!ysical _secu,r:tt·y control~ associated with :it~ a_nd wpat controls. are·. 

· · · pos~iible to insure ·proper interrogation •. He:. stated that everyboc;ly · 
·. proceeds on the basis tl~a:t the communiCations should. be secured and 

that' the i!lformati~h in the c.ornput.e,r should be sec;ured, but that · · 
achieving··this.is exceedingly c;lifficl)lt. He·sa_id it' is in the genera-l_ 
interest"':of the goy-emment to have a national policy~ inc;luding ·security 
.standards and· criteria ,._and that this sh.ouid.' be done .before the problem 

..... ,_ 'gefs·iifnr,ther· away/from li.s ·.· · · · · ····· · · ·· · · ···· ·· · · . . . -. ·.· ... ·· 
-Y .· . . . . . .·· :· ·.. . - ... . 

\ . ·. The .Chairman· c_ommented that his .Deputy for. Security Policy 
·w.ill. soon issue a formal' statein:ent of ·security requirements for ADP ·· · 
in: the 'Qef~t:1·9.e :Oepartment artd :that US~B was also ·pr~paring a security 
_policy p;3per ~ · · · · · · 

~ . . . . . . . . . . .· 

\ ' ·. Mr. deRosa commented that by 1980 most of the military . 
communications will be in data form and that ·security will he ·even 

:more important. 

. \'\: . Dr·. To;della ~b~·~ryed t~at c~rrent equipment per~its encrypting 
digital data· tip to a 20 megabit rate •. The Chairman held up a copy of the 

. ·., . 

.. ~'. 

\ .. 
.. ~ . 

.. :" ~ 

, Defense Science Board' s· report--on computer security (which had been ;:v , . 
forwarded to-each Member)_ and said_ th~t although h~ had not yet rea~,)y . . 
-he·assum_ed that it would bE?_ o_fhelp a·nd ~sked the AEC_M_e~ber_what~~: &I 
thought the next step·:should be, . ..· · . ·. · . :. ~c / 

: · , ( The AEC Memb~r replied that; alt}:"l.ough-he ts.loathe to rec6mm~~ 
·~ another committee, he-believed that the Board'sho.uld· consider establishing 

·one to lopk at the problem-and to attempt to.develop a set of-standards that 
could he a-pplied oz:t a governm·ent wi.de·.basis. · The NSA Jv1ember a_gt~eed ·and 

·_said t-hat there 'i_s··,a ,clcise .correlation betwe.en· the techniques for securing. 
· .. · ·.· ... · . . · · . . · . . 'NSA TS.Control No. 7,ofo;~~-

. · 8 · · ~opy No. ::L.. 1 : 

IIPtHDLE.YJ:A OOMIWt' Cr-~t\1Wt::L5 ONLr ;J. .. Pas~ · ·, o ~f.._-/+ Pases 
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I . : : ; . _ .• :- -6-~~pu~er i~fO'rmation and comtnu~ications_. cir~uits 0. H;e said. he. i~·ough't . 

I'. 
i 

I' 

this problem should be taken on by 'the Board rather -than attempting to 
:· '.put it somewhere else.· ·The Chairman asked if everyone agreed the Board 

·-.: should have jurisdic,tion over this. Although there was no direct respons.e 1 

· no one disagreed •.. The Arr For'ce Member co'mmented that a·.t. the present · .. 
~-·.,time no one 1 .to his knowledge: is d~e1ling with the.security.aspects of 

· ... the software; opera.iicms and that it i$ this area which· is criticaL ·_ - · 
l 

. . . . ~ l:p "nr~ Tordella suggested that.a"t it's ne}$t .. meeting> the Board 
.. listen to" a briefing. on the ·e}i:tent- to which· the sec·urity :problems in .. _..;_.--·--

the COINS· System·have been solved. · .. ·' · 

· · · . ~1 At this point, the Chairman said that he would<like to name . ) . . . 
an ad hoc gro_up to look into· the problem· inclJ.lqing the question of the 
) uris diction o'f the .Board. He asked. that Dr. Gig rich. of hi's staff., . the 

· Executive. Secretary and· the· Executive Secretary designate meet with 
him in the coming week to discus9 .the comp(Jsition an:d objective-s of. • 

~oc.group on computer security. . ' . .·• . . • . . 

. . --:-_~ (·J The .Cha.ir.ma~ then said .that- he -believed _.~ha·t thi~ ~eeti~g 
had been worthwhile and that he· thought" t-he Board should meet more ... 

_frequently than once a year. He stated .that meeting :for the sake .of 
. ·meeting· .should . .bEl.avo.ided 1 but he :w:'ould encoUr-age. each Mem.b.er to 

g-et in touoh with hitn if_- he believes that a problem has .qrisen which 
.warra_nts a meetirig of the· Board·. He reiterated thathe wo"~Jld cal~ a· 
meeting sometime in February. 71 to. discuss further the problem of 
secure voice and to c'onsider the recominendaHons of the ad hoc 
groups es.tabl'~shed. today • . . . 
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/ A secure, common 
~----------------------------~ 
. : 'a~so ·needed. t6 protect information concerning tactical 

I 
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. : \' . 

:: .·.c9mbined·USN/BRAZNAV .exercises. 
. • I . 

•,. ; 
~. . ; 
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Of th~ · means available for meeting the· requirement . . . 
. I . 

.; 
-··•·r : , ·I .• ... , ·. :'"f 

'·.:\' 
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:l. 
cryptocJpability is. 

.. .1. . .. 
I ' • ' ,-· 

doct~inj~ during 

;:· . OGA 

for a s cure, common 
.. l\ 

suffice for the ,. : i . . · :UfN/BRAzNAV cryptocapability, only the TSEC/KL-7 will 
L· . \ 
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I
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following reasons: 

; 
·.' . : . a. • 

! 
. Courier -Too slow. 

'. 

! . 
b • . Providing · cryptoteams ·:. 

would require additional u.s~ 

support·. . Further, 

. · :ar.ran'gement • 
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