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UK/US COMMUNICATIONS- SECURITY CONFERENCE 1953

REPORT OF THE SECURITY SUB-COMMITTEE

te the
EXECUTIVE COMMITTEE

~ 1e¢ The Security Sub-Committee has made securlty assessments of U.Ke and U.S.
. systems which are attached at Appendix A. It shou.ld be noted that the phrase
further study requ:.red" as applied %o an equipment still under development
means that information is insufficient for a final assessment but that '
conti.nued development is justified. . o

2_.. " Recommendations on transmission securlty are attached at Appendix B.

3e An agreed method of expressing security- assessments has been issued
separately as Appendix C to this report, together mith pmposala for the

" information which should be provided by users in stating their requirements
" from the security point of view. Because of ‘the nature of the discussion in
this paper the Secur:.ty Sub-Committee recommends that only the following
sta.tement be included in the main report of the Conferenceg

"During the Conference the U.K. and U.S. security advisers
prepared an agreed method for the techn:l.cal statement of
security assessments."

' -&-o' - In eddition the Security Committee has the follow:l.ng general recommenda~
tions to make:-

ae A high priority should be given to a thorougn :[nvestigation of':
(4) the properties of quantised speech;

(2) ‘the practicability oi‘ intercepting, recording and
counting the output of many of the speech equipments
under consideratione. _ _

~

be Steps should be taken to replaee as soon as pos51ble equ:.pments
émploying an additive system in such a way that ‘there is a
significant danger of producing a readable depth of “tWOe

Ces Only one-time key tape which has ‘been produced and checked in
accordance with agreed UK/US standards should be employed with

one~time tape equipments.

de. All equipments should be rendered secure against spurious
emissions which endanger communications securitys

ee The design of on-line equipments should be such that it is
impossible to transmit plain text inadvertently in place of

cyphexr text.

fe Further study should be made of keyboard nperation with start/stop
on-line teleprinter cyphering systems to analyse the dangers
"arising from operator and machine idiosyncracies.

Leclassified and approved for release by NSA on 05-27-2014 pursuant to E.O . 13526)




B . REF ID:A522921

& . 5

g¢ The cypher signal transmitted from én-on-line cypher system must
be a pure cypher signal not containing any elements recognisable-
as plain text or cypher key.

he The cognisant authorities should be informed of the UK/US views on
the security of the S.I.F. with I F.F. Mark X. If a solutinn to
this problem is to be found it is essential that the users should
state their overall security requirements for an I.F.F. system.

5¢ The Security Sub-Committee also offers the following recommendations to
improve communications security liaison between U.Ki and USe

as There should be an exchange of working cryptanalysts between N.S.Aw 41
and G.C.H.Q. [ | the details tp'be worked out between NiS.A. and
GeCeHeQe In addition to thils exchange of personnel, there should be
visits independent of formal conferences between U.K, and U.S. for
technical discussions of communlcatlons securitye.

"be A more rapid interchange of newx;nformatlon and_*@eas affecting
: systems under assessment and questions of transmission securitye

s _ Ce The preparation of an agreed programmé'of cryptographic

: : : assessments for the coming year; +this programme tn include
both U.K. and U.S. systems which require assessment; N.S.A, 41
to prepare a draft programme of thls kind and- forward v0 the
C.P.B. for agreement. : . '

O ' [ | - PL 86-36/50 USC 3605
Chairman
Security Sub-Committee (Phase 1)
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UK/US_COMMUNICATIONS SECURITY CONFERENCE 1953

SECURTTY ASSESSMENT OF CRYPPOGRAPHIC EQUTPMENTS

IN USE AND UNDER DEVELOPAENT
1 Off-1ine Equipments including T_el'e'typewrite:.t' ‘Equipment
' used off-~line. i o : S
20 On~line Teletypewriter Systems
3y épeech and difax Eq1-1ipn-1ents.
be Speciai Purpose. and Hand Sys'l.;ems_

5y Cryptographic Production Equipments.
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Off'-line Equipments: Teletypewriter Equipment used Off-linc:
Speclal rurpose System )

8. U,S. Equipments

(1) FSaM D.17
(a) The U.X. require furthér study.

(b) The U,S. consider that with clear indicators the aystmq
is secure for low echelon trafflc.'

(2) aFSaM D, 21

The U,K, and U,S. consider that- tkhe equipment is secure subject
to adequate checks of the standard of the one-time key tapes.

(3) AFSiM 36

(a) The U.K, consider that with sdequate precautions in the
~ choice of machine set-up, with biscction and with message
lengths restricted to 250 letters the system Is adequately
secure f'or low echelon use,

(b) fThe U,S. consider, that with the limitations already
placed on it, thc machine is adequately secure as a low
ecelon system but they will exanlne the U,K. limitations
in detail.

(4) AFSAM 7
() XOLLUX

(1) The U.K. are not in favour of clear indicators becaus:
of the possibility of recogn*51ng ani exploiting
tailing messages and messages in depth, Further study
requirecd when more is -known about traffic loads and the
.1ikelihood of operators' errors,

(iiy The U.S. consider the system adequately secure for low
echelon use but they will keep traffic unler review,
If dangerous insecurities appear thoy feel tha* they
can modify the procelures sufficiently to overcome then.

(b) 4DONIS

(i) The U.K., consiler that 4DONIS is secure for all
classifications of traffic for at least the next ten
years provided that a good standard of overating is
maintained but require further study in view of thc
recens increase in the number of elements,

/(ii)
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(ii) The U.S. consider that ADONIS is secure for all
classifications of traffic for the next twenty years
provided that a good standard of operating is

- maintained,
(5) AFSAM 17 (BRUTUS)

The U.K. and U.S. consider that the system is secure for all

classifications of traffic for at least the next five years

‘provided that a good standard of operating is maintained.

(6) ©SF 888/889 (HERCULES)

The U.K, and U.S, agree that the HERCULES system is secure for

all classifications of traffic for the next five years provided a

good standard of operating is maintained, :

| (7) GC.M. (LUCIFER)

(a) The U.K, and U.S. agree that LUCIFER gives adequate security
for all classifications of traffic for not more than three
years provided that a good standard of operation is maintained,
but consider that the C CeM. must be replaced as soon as
30351b1e.

(b) For Meterorological traffic, the U.K. and U.S. agree
(i) that it is not essential to have separate rotors for

metecrological messages provided that there are
aeparate key llsts.
. (ii) that in ship-to-shore systems short meteorologlcal
ed ' messages can be incorporated in ordinary messages.

(8) SIGTOT (Off-line use)

The U.K, and U.S, agree that the: system is secure for all
classifications of traffic subJect to adequate checks of the
standard~of the one-time key tape and provided that effective
physical methods are employed to prevent the re-use of key tape,

(9) AsSAM 21 (ORCUS)

(e) The U,K, believe that the indicator system may be wvulnerable
and if this is so the machine set-up for each link using the
same key pad can be recovered, Further study is required
when details’ of traffic volume an? message lengths are
available, .

(v) The U,S, believe that the volume of traffic encyphered on
one machine is too little to make this a serious shortcoming
but also requires further study.

1
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(¢) The UK. and U,S. are concerned however at the insccurities
vhich may arise as a result of operator's errors ani agree
that the procelure, being one which permits of a :
significant danger of produecing a readable depth of two,
shoull be replaced. .

(2) The U.X., and U.S. agree that the machine should be .
replaced as soon as possible,

be U, K, Bguipments
(1) =2CRTEX

(a) The U.K. regard the system as alequately secure fo:f.low
echelon use for the next fifteen years provided that

(1) the number of groups encyphered at each indicator
is limited to 50 groups, .

ani (11) indicators are extmctet_. from spec:.ally constructed
key lists,

S : _ For higher level use indicators must be disguised
o ' (encyphered% and messages limited to fﬂ groups, Even so, if
' it is necessary to legislate for the undisciplined operator
PORTEX cannot be guaranteced as adequate for TOP SECRET
traffic for more than the next five years, If the rules are
observed and assuming an adequate indicator system, the
machine may be regarded as secure for the next twenty years,
The U.K. consider ORTEX to be a Category 'i' cryptosystem.

(bt) The U.S. require further study.
(2) 7YiEX II. (SIMPLEX)

The U, K. and U,S, agree that the system can be regarded as
adequately secure for tHe next five years for all classifications

of traffic provided that

(a) & zood standard of operating is maintained,
(b) bisection procedure is used,
(c) the variable specing used is of the 1, 2, 3 type.

(3) TYIEX MARK 22

(a) The UK, consider the equipment is secure i;or all classifica=~
tions of traffic for at least the next five years.

(v) The U,S. know nothing agalnst the system but require further
study.

/(%)
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(4) SINGLET/PENDRAGON/COFPERFIELD (UPSTART)
:f  _ R The U.X. and U.S. know nothlng against the system but

require further study.
" (5) ROCKEX '

I : The U.,K. and U.S. agree that the system when used correctly"

A is secure for all classifications of traffic subject’ to adequate
checks of the standard of one-time key tape and to further study
of spurious emissions which endanger communications security.

Cé. Miscellaneous Equipments EO\_3.3(h)(2)
. : PL 86-36/50 USC 3605
(1) French Mpdified M.209
(a) 3

: | Adequate security for low echelon use could be
achleved by the use nf a codebook provided that no spaces
are encrypted between groups.

. (b) The U.S. require further study as a ma'bter of urgency in
- view of the U.K. statement.

| (2) cx-sz'a'na CX~52H
. " The U.K.. and U.S. require further study as a matter of

urgency but there seems little doubt that it will glve a very
high degree of security if properly used.

2% One-'ggg. Teletypewriter Systems
&+ _U.S. Equipments
(1) AFSAM 9/AFSAZ D7315

(a) ATHENA

_ The U.K. are not in favour of the use of clear
indicators. !

The U.S. require further study as to the extent to
which clear indicators can be used on higher level nets but
consider that clear indicators are probably acceptable on

" low echelon nets. .

The U.K«. would approve the use of AFSAM 9 with AFSAM 109

_ with encyphered indicators for all classiflcations of traffic
for the next five years provided a reasonable standard of
operating is maintained, During the period a very careful
investigation should be made of the occurrence of operators’
errors. If operators' mistakes are such that any of the
attacks appear dangerous the U.K. suggests that the machine
be modified by the addition of a plugboard.

/(b)
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'; (b) AENEAS

The U.K. and U.S. agree that the syétem is secure for
all classifications of traffic subject to adequate checks of
the standard of the one-time key tape.

. () PYGMALION/IRIS

(1) The U.K. view is the same as in the case of AFSAM § with
AFPSAM 4109 with encyphered indicators but they are also
concerned about the loss of trafflc flow security if
indicators are chosen at random.

(11) The U.S. consider the systems will be secure for all
classifications of traffic if properly used, but after
experience of the machine under operational conditions
they may have to revise the procedures. They consider
that operators' errors can prajudice sacurity but they do
not expect them to occur sufficiently frequently for
there to be any danger of compromise.

(2) _;A_ST:AH 2-1 (DAPHNE) .

(2) The U.K. and U.S. agree that DAPHNE procedure is adequate for
L g on-line or off-line uses The achievement of security of
LT : traffic passed by DAPHNE procedure requires the modification

Sl of the assoclated equipment, where necessary, to eliminate
the possibility of operators! faults which may cause
inadvertent transmission of plain texts

(v) U.K. and U.S. agree that the machine should be replaced as
gsoon as posasible.

(3) APSAM LA (CENTAUR and IXION)
'(a) U.K. require further- study.

(b) U.S. accept CENTAUR and TXTON procedures but will review the
indicator procedure for certain uses. ,

" (b) AFSAM bb, AFSAM L5

U.K. and U.S. agree that the system is secure for all
classifications of traffic subject to adequate checks of the
standard of the one-time key tape.

(5) - szGTOT

o U«Ke and U.S. agree that the system is secure for all
. classifications of traffic subJject to adequate checks of the
: standard of the one-time key taps and subject to a modificatinn
of the assoclated equipment to pmevent inadvertent transmission
_of the plain text.

/(6)
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AFSAM B, 22

(2) The U,S. consider the machine secure for all classifications
of traffic. )

(b) The U.X., require further study. Nothing known against.
AFSAM D. 26

U.X., and U.S. require further study.

(8) AFSAM D, 37

U, K, and U.S. require further study.
U. X, Equipments
(1) MINSTER

U.K, and U.S. noted that the U.X, Services do not intend

to use this equipment.
(2) METROFOLE
U. K., and U.S. require further study.
(3) IHILOMEL
U.K. and U.S. require further study.
(%) CONVERTOR NO. 5

U.K, and U.S. agree that'the equipment, when used with
Apparatus 5 U,C.0., provides adequate security for all
clagsifications of traffic for the next twenty years., It is
believed that complete traffic flow security will be provided;
further study will be made to verify this. = -

(5) ARTICICXE ‘

“U.K. and U,S, agree that the equipment prdvides adequate
security-for all classifications of -traffic for the next twenty
years, It is believed that complete traffic flow security will
‘be provided; further study will be made to verify this.

(6) 4TRARATUS 5 UCO

(7).

U.,K., and U,S., agree that subject to adequate checks of the
standard of one~time key tape the equipment is secure for all
classifications of traffic,

CIRCUIT MERCURY

U,K. and U.S. agree that the eguipment is secure for all
clagsifications of traffic for at least the next twenty years,

/(8)
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U.K. and U.S, rejuire further study.

Speech and Cifax Eqjuiments

8, .

U.S. Bouioments

(1)

(2)

(3)

(&)

(5)

(6)

(7).

4AFSaY D. 806

(a) The U.S. consider the system is secure for at least the next
five years. — '

(b) The U.E., require further study, since the number of variables
in the system has” been increased.

4FS4Y D, 809
U.K and U,S. rejuire further study.

AFSAY D, 807

(a) U.K. consider that if. D, 807 transmissions can be intercepted
and recorded, the machine cann>t be regarded as secure for
SECRET traffiec. The technical difficulties Hf interception
and recording are at present so great that they add
considerably to the security of the system.

(b) U.S. consider the machine secire for all classifications of
. traffic subject to further investigation of the possibility
of intercepting and recording or counting,
AFSAY D, 808
U.X. ani U.S. re ;uire further study.
AFSAY D.810
U.K. and U.S. require further study.

AFSLY D.816 .

‘(a) U.X, consider that if D, 816 transmissionscan be intercepted

and counted, the eguipments cannot be regarded as secure
even for Secret traffic,

(v) U.S. rejuire further study of U.K., views,

AFSAY D, 801
U.K. and U,S. reguire further study.

/(8)
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AFSLY D. 804

(a) The U.K, view is that the system without random walk rings
cannot be considered to provide the degree of security
required, Further study of systems w:Lth random walk rings
is required,

(b) 'The U.S. consider that the system without rendom walk rings
but with appropriate alarms is secure for low echelon use
although they recognise the possibility of successful high
speed attack, The U.S. consider that the system with random
walk rings and alarms.is secure for all classifications of
traffic.

u.'E‘S.;Y D 830

U.K., and U.S. agree that the system is not secure and do
not recommend its use for any purpose.

AFSaJ 700

The U.X. and U.S. agree that the equipment is secure for on-line
encypherment of facsimile or teletype for at least the next twenty
years, The U,S, will carry out experiments to verify that adeguate
traffic flow security will be provided in multi-channel
teletypewriter use. .

AFS4X 503

U.K, and U,S, agree that the eguipment is secure for all
classifications of traffic for the next twenty years.

=

APSAX D. 505

- UK, and U.S, require further study.

Equipments

(1)

(2)

(3)

BANG-LE

'(a) U.K and U,S. agree that the equ:.pment is secure for all

classifications of traffic subject to adequate checks of the
key film and provision of satisfactory alarms.

SORCERER

U.K, and U,S. agree that the equipment is secure for all
olassificationd of traffic for the next twenty years.

BLUE BOY (D.70)

(2) The U.XK. view is that because of practical difficulties of
intercepting and recording, the Apparatus D, 70 which includes
the key generator BLUE BOY, may be considered as secure for
a periol of at least five years. It is still under study.

. ‘ /(b)
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(b) The U.S. reguire furiher study.
TRUMTETER _
o U.X. and U,S., i‘equiré f'-uri;he:c.-i study.
HALLMARK LT | |
U.K. and U,S, re-:lﬁire furthéi-.stud;);.. More experimental

data on the properties of speech in’delta modulation systems are
required before a final assessment can be made,

U.K, and U.S, reguire further study..

(2) U.K, consider the. 'e_qg_ipme_ﬁt.i's secure for the next twenty
years. C P

(b) U.S. reguire further study. Nothing known against.

4. Special Purpose Systems
a.. 4FSaM 499

U.K, and U.S. require further study in the light of tha

possibility of planned interrogation by an enemy,

b.- LHFSAM 498 -

(1)

secure against plamned interrogation by an enemy.

The U.X. and U.S. agree that the machine is theoretically not

«FS4M D, 31

The U, K, and 0U.S. agree that the system is secure subjectto

adequate checks of the standard of the one-time key taje.

~

NATEX

Security

(a) The U,K. consider that with the restrictions already
suggested by them the NLTEX cryptosystem with underlying
nlain text is zdequately secure for all classifications. of
traffic but there is some danzer from cribs and operators'
errors.

(b) The U.S. consider that N.TEX with underlying plain text is

secure as long as certain restrictions are imposed, but
require further study on the éxact nature of the restrictions. |

/(c)
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(¢) The U.K. and U.S. agree that the use of an underlying codebook
would have considerable security advantages and make some of
the restrictions unnecessary.

(2) Indicators

(2) The U.K. and U.S. agree that for general NATEX use it is
desirable to have a new five letter -indicator system which
would enable the message L scarv ab any position on the lines

(b) The U.K. and U.S. agree that the indicator system proposed by
the U.S. be recommended for NATEX 3rd level use with the
following modifications:

(i) ddentification of the 1ndlcator page to be from message
externals only, .

(ii) operators to be forbidden’ to choose the six letter
indicators from their aeslgned page in .regular order.

Running Key Cypher (U.S. MERCURY) "

" (4) The U.K. consider that if plain language ba51c text is used with

R.K.C. in quantity or with any regularlty the ‘system is not secure.
Provided, however, that a well- constructed basic book is used,
security is greatly improved, but it cannot be guaranteed that
exploitation of an occasional key table will never be possible.
The U.K. consider R.K.C. to be a Category B System. i

(2) The U.S. generally agree but require to study further the U.K.

views particularly on the Category. It is now in existence as
a Category 'A' system.

The U.K. and U.S. agree that the system is not secure and dn not

. recommend its use for any purpbse.

: Double Subtraction on S.8. Prame

The UK., and U.S. agree that the system is secure flor all

i classifications of traffic provided that different key sheets are used
. For the two subtractions and that the agreed safé traffic load is not
_ exceeded. : -

~

I.FeF. System (High Security Identification)'

(1) the U.K. require study.

:"(2) The U.S. consider that the system is marginally secure but it can

be improved by the addition of another permutation.

' SeIoFe With I.F.Fe Mark X

(1) . Mode 1

The only cryptographic features of S.I.F. with I.F.F. Mark X
are the methods proposed for providing the changing codes in
Mode 1 operation. Even if the meth-ds cf‘changing the code were

/cryptographically
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. cryptographically secure, the U.K. and U.S. agree thet it is.not
possible to change the code frequently enough to prevent the enemy
from masquerading. In addition, the risk of physical compromise
of the cryptographic element is-great. The U.K. and U.S.
therefore agree that the use of S.I.F. with I.F.F. Mark X on
Mode 1 with or without any code changer is an insecure method
of proving an identity.

- (2) Modes 2 and 3

No cryptographic security is proposed for Mode 2 and 3 use
of S.I.F. with I.F.F. Mark X and the U.K, and U.S. agree that
these functional and personal. identity modes could be a most
valuable source of intelligence to the enemye :

(3) For the reasons given above the U.K. and U.S. agree that the
whole of the present programme for the use of S.I.Fe with I.F.F.
Mark X should be recon51dered.

i%j: 54 Cryptographic Production Eguiggents
" a. AFSAW 7200 |

The U.K. and U.S. agree that subJect to satlsfactory results
from zero increment counts and from all standard checks on individual
tapes, the tapes produced by AFSAW 7200 can be considered adequate
for all types of use. _

uipments

 b. 5 UCO Key Generator

The U.K. and U.S. agree that subjecf to adequate checks during
and after production the tape produced by the equipment is secure.

Ce  ROCKEX Key Generator .

- ' The U.K. and U.S. agree that sﬁbject %o adequate checks during
. and after production the tape produced by the equipment is secure.

.. de  BANGLE Key Generator

. The U.K. and U S. agree that the key fllm is probably secure
but further study is required because of a small blas which has been
detected in-the key film generator. .

és TRIMMER

The U.K. and U.S. agree that further study is required but,
subject to adequate checks of the: output, the key prnduced is .
probably secure.

/fe
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f» U.K. HOLLERITH Methods

U.K. and U.S. agree that pads produced by this method are
secure provided that adequate supervision is maintained during
production.

ge U.S. Pad Production Method

UsKe require study
"\ ' U.S. consider that pads produced by this;_ method are secure.

B: A check of a production equipment or its product is considered
adequate if the check is designed to meet agreed UK/US criteria.




REF ID:A522921

Copy Na.

APPENDIX B :#0 L0S(53)/S/Report (Final)
dated 6th November, 4953,

UK/US_COMMUNICATIONS SECURITY CONFERENCE 1953

SECURITY SUB-COMMITTEE

REPORT. ON TRANSMISSICN SECURITY

',fio _Present Situation

The UsK. end U.S. agree that British and U.S. measures to maintain
trensmission security do not reach the same standard of efficacy as do those
for the maintenance of cryptographic security. Present practices are
insufficlent to deny a potential enemy intelligence derived from the study of
elements of trensmission external to the cypher text.

2. .'Coﬂtribgtorx Factors

, There are a number of inter-—related communications practices and methods
which contribute to this state of insecurity; these are discussed below: :

The UK. and U.S. fully realise that proper implementation of the above
: constitutes an ideal, but agree that serious and urgent consideration be given
to the determinalion of the maximum degree of transmission security which can .
be a@hie ved . : ;

. ae¢ The Use of Plain Language

A : " The use of plain language for the transmission of messages, even

;.- . those in themselves unotassified, not only leads to revelation of -
1. intelligence but tepd %o rullify the good that can be achieved by otherwise <.
‘sound” security practices.  This is true for two reasons: because complIatlons
of individual "unclassified items" often provide intelligence of Secret or-
even Top Secret classification, and because plain.language messages, related -

. externally to cypher messages, can jeopardize the security of the latter and of
- the address procedures emplioyed with thems. The U.K. and U.S. agree that as a
first step radio transmission of plain language messages originated by Service
authorities should be forbidden, regardless of whether classified or not, except
: in cases covered by the already agreed proviso, for tactical situations.

:f:'b. The Use of Plein Languape Aﬁdressing on Encrypted Messages

The use of plain language sddressing on encrypted messages leads to
-pr0v1310n of direct intelligence of the order of battle type and also to
poseibilities of assuming with Ffair acouracy the content of certain of the
“encrypted messages so headeds The U,K. and U.S. agree that the use of plain
- language addressing on classified messages should be abolisheds

O Cell Cigns

. Call Sign Systems used by all stations other than the large fixed
ones which rust insvitably be identifiahle, must be secure against the enemy

_tracing the continuity of identity from day to day. At present there is no

~universal means for ptroviding this call aign security although there is.

 agreement on the use of Caily changing call signs in time of ware The U.K.

cand U.S. have examined the basic call sign systems and the "call sign encryptlon

plan" and egree the foliowing:

—TOP-SECRET- 2

e ——— ..
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(1) Daily changing calls should be instituted in time of peace,

: Their value lies not only in the intelligence they deny the
. enemy but in making harder or impossible his task of

maintaining continuity of identification from peace to war.

(2) New basic bboks should be produced end should be complled
with properiy hatted variants, . .

(3) The use of a commnon call sign encryption key list for all
Services world-wide has considerable security disadvantagese

(4) The overall adequacy of the current system for the encryption
of call signs should be reinvestigated and if necessary a new
one devised. Any new system for call sign encryntion, in
addition to being securs, even with the basic baok compromlsed,
must be easy to use and to produce,

de Frequency Changing
The U.K. and U.S. agree 3 medns must be found to change

- frequencies at a rapid rate and with wide .variations;. that failure to

do this will tend to diminish the securlty achievable by the other practlceé
under Alscussion.

ee External Gharacterlstics of Cryptosystems

The UK. and U.S. agree that the fact that cryptosystems can be

- sorted into general types by external characteristics, and into specific types
' by system indicators (dlscrlmlnants) is a source of 1nsecur1ty that should be
T eliminated. _

fo - Authentication

The U.K. and U.S. agree that the currently approved systems and

methods for authentication, although secure in many respects, do not in fact
afford a guarantee of the authenticity of transm:.ssmrs or a pos:Lt:Lve safe=

) guard against 1ntru51on.

" Ea Mbssage Externals in Tape Relay

Present tape relay systems cannot operate without undisguised

{.routing indicators. The U.K, .and U.S. agree that undisguised routing
indicators provide valuable intelligence and that'their transmission over

’.radio and sensitive line circuits must be eliminated. The U.K. and U.S. agree
- that an effective method appears to be the adoption of total link encryption.

~ on radio and sensitive landline circuits using cryptosystems capable of

providing "automatic traffic flow security". The U.K. and U.S. have agreed the

: follawing definition of this term:

"Automatic traffic flow security is the condition achieved by
automatic means, in which an enemy is denied knowledge of the volume
and routing of traffic passed over a.circuit".

: Tﬁis'aﬁtomatic traffic flow security not only disguises message externals but

also prevents traffic analyses based on total volume and message lengths.

"'3¢"  Recommendations

ae The U.K. and U.S. accordingly recommend that small Working Groups

i consisting of security advi:zers and users should be set up on both sides of the

Atlantic to study the problems and propose a solution, The results should be

. exchanged between the U.K. and U.S., and, ons»the basis of these, Combined plans
" made, Although no limit should be placed on the terms of reference of these

~TOP-SECRET- (o
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groups in the field of transmission security, it is felt that the following
list includes those items on which immediate action is possible:

(1) New basic call sign bodks should be prepared using variants
compiled in accordance with criteria provided by NSA (U.S. action).

(2) Agreement should be reached on the practicebility of using a
number of call sign encryption key lists in lieu of a single
world wide key.

(3) Study of and recommendations regarding replacement of the
current call sign encryption system, based at least in part
nn the evidence produced by Exercise MARINER.

(4) The provision of the following data with regard tn authentication:
(1) Types of authentication for which éysteﬁs are required,
(2) Degree of protection needed.
(3) Chances and scope of planned interrogation by an enemy.

be The aforementioned working groups should consider the remaining
questions of plain language, plain language headings, frequency changing,
message externals in tape relay, together with any other associated items
as rapidly as possible,

ce The U.K: and U.S. should evaluate methods for providing all crypto-
systems within a class with identical external characteristicss Special
attention should be given to a means for eliminating the use of undisguised
system indicators in messages passed in the CCM and in the cryptosystem
chosen to replace it.
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LFFEFDIX TO &NFEX 4.,

Some Detai’ed Sugsestions on Work Factors

1. Special suttacks

Where the attack rarely =rises - say once in 3 months or less - it is
extremcly unlikely that the enemy will build 2 special machine to carry it
out. In these cases 1t will te safe to calculate the work factor on the
assumption that ho is using 2 modification of cquipment he already posscsses,
This will either be generalised RAl or snecizlised cculpment tuilt for a
feasiblev gencral attack,

2. Cribbin;:

Whers variable spacing and/or bisection is in fcree, an additional factor
should be added to the work factor of a cribbing attack, This factor is casily
calculated according to the details of the postulated attack. Hewever, the
factor must be modificd to 2llow for the fact that 2 proportion of operators
may fail to spacc variably and the fact that choice of bisection point may not

te randorm.

3. Rotor analogs

It seems that analogs of rotor machines will tend to be slower and
costlicr than analogs of clectronic devices, It is cxtremely difficult
however to say how much slower and costliecr, since operations vary widely, ~nd
unexpected short cuts often turn up., It is suggested that we work on the
assumption of comparatively cheap snalog machines (as in para. 2 of the main
paper), and question the assumptior only in the case of w»articular border-line
cases,

L, Chance of Success

Nany attacks will succaed, on the averige, halivay through, liany work
factors then may legitimately be halved.

ronseesr (@
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ANNEX B to Lppendix C to

105(53)/5/Report (Final)
dnted 6th November, 1953.

Expression of Security Requirements

Considerations Relevant to the Problem

1. In order to make an assessment the security advisers require to know
at least:~

a, the degree of confidence to be placed in the system
(the Confidcnce Factor)

b. the proposed level of use

Cs the expected traffic load

de  the minimum acceptable message length

€ deteils of any special traffic peculiarities,
2, Provision of the information required under 1b to 1e abbve presents
little difficulty but detormination of the Confidence Factor is not so
straightforward, The Confidence Factor may be defined as the tolerable
expected proportion of unrcadable messages to readnble messages within a
stated period of time, In calculating the acceptable Confidence Factor it
will be necessary to take the following factors into account:=-

8. the classification of traffic to bc passed in the system

be the Intelligence importance of the traffic to the enemy

Ce the time factor

de the velume of traffic

2. the echelon of use

f. the number of holders in a cryptonet
s gs the cryptoperiod

h. the physical security conditions.

3. In making an assessment the security advisers will take into account the
normal incidence of machine failures and operators' errors appropriate to the

echelon and system in question.
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ANNEX C to Appendix C_to
108( 53 )/S/Report (Final)
dated 6th November; 1953.

TITLE

U.X. CRYPTOGRAPHIC REQUTREMENTS FPRO-FORMA

Title or Codename of eqﬁipment
Equipment to be used by:

(a) Navy

(b)  Army

(¢) 4ir Force

(a) waro

(e) Other

Level at which equipment is %o
be used

(=) Navy
(b) Aty
(e) 4ir Force
(a) NaTO
(e) Misc.

(2) Type of Traffic to be
rassed on the equipment

(1) Strategic
(2) Tactical

(b) Estimated proportion of
higher classification

(1) Top Secret ' S

(2) Secret and below
Vol}zme per kcy

(a) Desirable Maximum

(b) Acceptable minimum

Number of holders
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7s Message length
() Desirable wminimum
(b) Estimated averagée

8. Traffic peculiarities
(Stercotyped;- pro-forma, etc. )

9; Procedure
| (a) Disguised indicators
(1) Acceptable
(2) Unacceptable
(b) Bisection
(1) Acceptable
(2) Unacceptable
(¢) Variable spacing
(1) 4cceptable
(2) Unacceptable
(d) Continuation procedure _ . -
(1) Acceptable
) (2) Unaccepteble
10, Category

(a) Requirement for
Publication

(b) P/L Replies
11. |  Risk of physical compromise
12, Type of Operator

(a) carcer

(b) casual

13, Lssociated staff requircment




