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The Story of the "HAGELIN CRYPTOS"

INTRODUCTION

The "Story of the Hagel in Cryptos" could never have been wr i t ten
i f Russ ia a f te r the revo lu t ion had become a democra t ic repub l ic .
The expected defeat o f the Bolshev ik minor i ty and the re turn
of a moderate government would have caused me to remain an
employee of the Nobel Brothers Oil Production Company, and
there would have been no CRYPTO AG - the present manufacturer
o f c ipher ing mach ines .

I was born on July 2nd, 1892 in Adschikent, a small summer
resort in the Russian Aserbeidjan. My father, a Swede who had
been born in St. Petersburg in 1860, was at that t ime manager
o f t he Nobe l company ' s o i l fie l ds and refine r i es i n Baku .
He had joined the company in 187 9 when it was founded by an
older brother of the famous Alfred Nobel. My father was made
a director of the company in 1899, and moved with his family
to St . Petersburg . I went to a Russ ian schoo l un t i l 1904,
when my father sent me to a Swedish school . Af ter finishing
th i s schoo l I en te red the Roya l Techn ica l Un ive rs i t y i n S tock
holm where I graduated in 1914 with a degree in mechanical
eng ineer ing . I t was taken fo r g ranted tha t my fu ture wou ld
l ie in Russia with the company, where my father held a leading
posit ion and had become the closest fr iend of Emanuel Nobel,
head o f th is famous fami ly.

My firs t job would have been the superv is ion of the const ruc
t i on o f an e l ec t r i c powe r s t a t i on on one o f t he Nobe l o i l fie l ds
in Baku. As I was a mechanical engineer, I had first to broaden
my knowledge of e lect r ica l engineer ing. Nobels had ordered the
equipment f rom the large firm ASEA in Vasteraos, and therefore
i t seemed to be a good idea for me to work in di fferent depart
men ts o f t ha t fi rm fo r a yea r.

However, the Russian Revolut ion broke out, and i t became obvious
that the pro ject would have to be delayed unt i l normal con
d i t i ons re tu rned . I t hus s tayed on a t ASEA in t he i r f o re ign
depar tment s ince I spoke five languages.

In 1920 the Nobel family made an agreement with Standard Oil
Company, N.J . for a fu ture co l laborat ion in Russ ia , and I was
sent to the USA where I worked in their general engineer ing
department dur ing 1921. At the end of that year i t became clear
that s table moderate condi t ions in Russia could not be expected
under the rule of the Bolsheviks, who had in the meantime con
fi s c a t e d a l l p r i v a t e e n t e r p r i s e s , i n c l u d i n g t h e N o b e l w o r k s .
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I cou ld have s tayed w i th S tandard O i l , bu t I d id no t fee l a t
home in America and wanted to get back to Sweden. There was no
future for me in the o i l business but my t ies wi th Emanuel
Nobel remained unbroken. The Nobe.ls managed to retain their
non-Russ ian bus inesses , bu t had to l i ve in ex i le , l i ke my
f a t h e r .

Emanuel Nobel was very generous towards me and financed the
es tab l i sh ing o f a sma l l eng inee r i ng o f fice i n S tockho lm .
During my stay in the USA I had acquired some inventions,
which I developed which made me financial ly independent. The
decis ive turning point in my l i fe came, however, when Emanuel
Nobel entrusted me with the supervision of a small company
which he had begun to f inance in 1921 — the A.B. Cryptograph.
This company was founded in 1915 with the object ive to develop ^
and manufacture ciphering machines invented by the Swedish
engineer A.G. Damm. In 1925 I assumed the management of the
company as wel l as the development of saleable products. This
was a fascinat ing task al though I did not have any knowledge
of cryptography. Mr. A.G. Damm died in 1927. In 1932 the A.B.
Cryptograph was l iqu idated and rep laced by the A.B. Cryptotekn ik .

A.B. Cryptotekn ik manufactured on ly mechanica l and e lect ro
mechanical c ipher ing machines. Af ter Wor ld War I I the need
for c iphered te legraph t ransmiss ion became obv ious. In order
to be able to work wi thout the in ter ference of the Swedish
Government -- c ipher ing machines were at that t ime considered
war mate r ia l — I dec ided to move to Zug , Sw i t ze r land . I f i r s t
co l l abo ra ted w i t h t he Sw iss i nven to r D r. E . G re tene r, bu t l a te r
established a small independent laboratory. CRYPTO AG was in
corporated on May 13, 1952, and had at first just one employee.
My Swedish activit ies were transferred to CRYPTO AG, and since
the name "Hagelin Cryptos" had already become well known before i
World War I I the enterpr ise grew so fast that in 1966 a new
manu fac tu r ing and admin i s t ra t i on bu i l d ing was bu i l t i n Zug /
Ste inhausen.

The basis for the growth of the CRYPTO AG were the mechanical
machines, which were conceived and developed in Sweden -- the
or ig ina l "Hagel in Cryptos" . The firs t products of CRYPTO AG
were the "Telecryptos" . They were succeeded by the e lect ronic
ciphering equipment which have during the last six years become
predominant. The old mechanical machines are, in decreasing
q u a n t i t i e s , s t i l l b e i n g p r o d u c e d . W i t h o u t t h e i r b a s i s , h o w
ever, the new developments which have culminated in a large
number of d i fferent versions would never have evolved. The
trade name "Hagel in Cryptos" has therefore been appl ied to a l l
the different products of CRYPTO AG. It would be presumptious
for me to claim the credit for the success of CRYPTO AG,
however, i t was internat ional ly acknov/ ledged as the most
impor tant manufacturer o f c ipher ing equ ipment before I
retired from the company in 1970.
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The art of invention — and I have mainly become known as an
inventor — has for me been sudden ideas or the combination
o f e x i s t i n g d e s i g n s f o r t o t a l l y d i f f e r e n t p u r p o s e s . B u t t h e
hard de ta i l work to ob ta in the fin ished produc ts has been
per formed by many co l labora tors , fo r a l l o f whom I re ta in a
s i n c e r e t h a n k f u l n e s s . I n t h i s c o n t e x t I f e e l t h a t I m u s t
ment ion several names. First , CA. Lindmark, who became
indispensable to me when I developed my best known machine,
the C- type, in 1934.

My son Boris Jr., who met a tragic death in 1970, had an in
vent ive mind, and h is contr ibut ions when the postwar CX-type

r w a s d e s i g n e d w e r e v e r y i m p o r t a n t . M r . O s k a r S t i i r z i n g e r , m yfirs t emp loyee when I began my ac t i v i t i es in Sw i tze r land ,
deve loped my or ig ina l ideas fo r the "Te lecryp to" mach ines .
He a lso began to exper iment w i th e lec t ron ic c ipher ing dev ices ,
a t fi rs t aga ins t my w ishes , as th is new techno logy was a l ien
to me. To achieve success, however, i t is not enough to have
an excel lent product but a lso super ior management. Here, Mr.
Sture Nyberg, who was first the manager and then the director
of CRYPTO AG unti l his retirement in 1976, proved to be the
idea l cho i ce . He a l so con t r i bu ted by ana l yz ing t he secu r i t y
of the machines which were produced.

In c los ing th is in t roduct ion I must pay my humble respect to
Emanuel Nobel and to my father, wi thout whose financial and
moral support during the long and not always easy years of
my work wi th c ipher ing machines I would remained an ins ignifi
can t eng inee r.

< :

. :

Zug, Spring 1981
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I, The Beginning

The use of c ryptographic methods of var ious k inds s t re tch
es back some thousands of years. A few hundred years ago
inven t i ve minds began to make dev ices to fac i l i ta te the
process of enciphering and deciphering messages. In 1891
the Frenchman Et ienne Bazer ies invented a device (Fig. 1) ,
which to the best o f my knowledge was st i l l used unt i l
World War II. The same principle used by Bazeries had been
propounded ear l i e r by the th i rd p res iden t o f the Un i ted
States Thomas Jefferson (1743 - 1826) for the const ruct ion
o f a c ipher dev ice , bu t h is wr i t i ngs were no t d iscovered
un t i l a f t e r Wor l d War I .

Fig. 1 Cipher Cylinder of General Bazeries

In Sweden too , in te res t ex is ted very ear ly in the use o f
mechanical devices for secure communicat ion. My old f r iend
Sven Wasstrom, a Swedish cryptologist , has discovered in
the na t iona l a rch ives in S tockho lm some very in te res t ing
documents on th is subject . In 1786 a Baron Fr idr ic Gr ipen-
st ierna received permission f rom King Gustav I I I to make a
c ipher dev ice in accordance w i th Gr ipens t ie rna 's d rawings .
I n h i s " s u b m i s s i v e " l e t t e r t o t h e K i n g , G r i p e n s t i e r n a
ind icated that he had got ten the idea for the dev ice f rom
h i s f a t h e r - i n - l a w, t h e c e l e b r a t e d i n v e n t o r C h r i s t o p h e r
Po lhe im. The mach ine i t se l f , un fo r tuna te l y, has been los t ,
bu t t he i nvo i ce (F ig . 2 ) by t he bu i l de r, wh i ch i s da ted
August 26, 1786, shows that the dev ice was actual ly bu i l t .
A remarkably detailed description allowed CRYPTO AG to
produce a repl ica of th is machine (Fig. 3a) .
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Fig. 2 Gripenstierna's Invoice

This device displays certa in resemblances to the one developed
much later by Bazeries but far surpassed the French device as
far as securi ty and method of operat ion are concerned. Wasstr
i n tends to pub l i sh a s tudy o f t h i s ea r l i e r dev i ce i n t he nex t
few years.

Gr ipens t ie rna 's dev ice cons is ted o f 57 d isks , each o f wh ich
carr ied two alphabets. These disks, mounted on an axle, could
a l l be ro ta ted i ndependen t l y o f each o the r. A l ong i t ud ina l
sl i t wi th an index guide on each side of the device exposed
two sequences of letters. The authorized person who was to
pe r fo rm the enc iphe r ing (a t t he r i gh t i n F ig . 3b ) ad jus ted
the d isks dur ing enc ipher ing so tha t the p la in tex t appeared
r o w b y r o w i n " h i s " s l i t . T h e a s s i s t a n t ( a t t h e l e f t i n F i g .
3b) then cop ied down f rom the o ther s l i t the c ipher tex t , aga in
row by row. Dur ing the decipherment the assistant adjusted the
disks to show the c ipher text row by row in the s l i t on h is
side. The authorized person then copied down plaintext row by
row from his sl i t . Here we have a modern security concept
which separates the c ipher ing process f rom the t ransmiss ion
o f t h e c i p h e r.
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Fig. 3 Cipher Machine of Gripenstierna
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In the 19 th century inventors inc reas ing ly concerned them
selves wi th the development of c ipher ing devices and machines.
An inves t iga t ion shows tha t in the German patent o ffice , wh ich
was founded in 1877, about 150 patents were issued before
1927 for c ipher dev ices.

In this l ist the name of a Swede appeared in 1915: Arvid
Gerhard Damm. He was able to interest Swedish industr ia l is ts
in his invent ions and A.B. Cryptograph was founded in 1915
t o e x p l o i t h i s i n v e n t i o n s .

His firs t fundamenta l ly sound machine is shown in F igures
4a and b. He used a revolvable drum, on which 26 alphabet
s t r ips cou ld be fixed in any des i red o rder. The a lphabets
were formed so that they could be considered to be a scramb
led Vigenere square, w i th the a lphabets in reversed order.
Close to the alphabet drum a reference alphabet in the nor
mal o rder (A . . .Z ) was mounted ( the dark s t r ip ) .

When ciphering, the drum would be advanced one step for each
opera t ion , wh i le the re fe rence a lphabet cou ld take one o f
two pos i t i ons (see F ig . 4b ) . Th rough a s l i t a t the top o f the
mach ine (F ig . 4a) one cou ld read o f f the le t te rs to be c iphered
from the reference alphabet to one of two drum alphabets. The
pos i t i ons o f the re fe rence a lphabe t were con t ro l l ed by the
chain (Fig. 4b) which advanced one step for each operat ion.
The low l inks set the re ferenced a lphabet one operat ion,
w h i l e t h e h i g h l i n k s s e t i t t o t h e o t h e r.

The length of the chain and also the posi t ion of low and
h i g h l i n k s c o u l d b e v a r i e d w i t h i n c e r t a i n l i m i t s . T h e s e
o p t i o n s a s w e l l a s t h e p o s s i b i l i t y o f c h a n g i n g t h e r e l a t i v e
pos i t ions o f the drum a lphabets made i t poss ib le to ob ta in
a la rge number o f d i f fe ren t c ipher se r ies . The use o f rec i
procal alphabets made it easy to us,e the machine, as the
reading from the reference alphabet could be done both when
enciphering and when deciphering. Im emergency cases the
machine could be opened and the chaiin disassembled into the
ind iv idua l l i nks , thus des t roy ing am impor tan t key e lement .
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Fig. 4 A-21 by Arvid G. Damm
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Using the same principle, Damm also built a number of office
machines equipped with keyboards. When a key was pressed, a
letter would be exposed below the alphabet strips. During
encipherment it would be a ciphertext letter, during de
cipherment the plaintext let ter (Fig. 5) .

Here too the chain was used as the controlling element. In
operation the machine was used with a protective cover.

Fig. 5 Office Machine by A.G. Damm (cover removed)

-10-
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He also constructed another purely mechanical machine which
printed both the plaintext and the ciphertext. Four of these
machines were sold to Japan. Finally Damm invented a system
with so-cal led rotors, i .e., alphabet permutat ing wheels,
an invention which was made at almost the same time by the
American Hebern, the Dutchman Koch, and the German Scherbius

Fig. 6 "Mecanocrypto" by A.G. Damm

- 11 -
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A normal rotor at that time consisted of a disk which had on
each of its two faces 26 metal contacts embedded around the
circumference. These contacts were connected in pairs through
the inside of the disk in a random fashion, one contact on one
face connected to one contact on the other face. The best-known
machine using rotors was the German "ENIGMA", equipped with
3 or 4 rotors which were set to a new starting position for
each message in accordance with the keying instructions. The
machine (Fig. 7) was provided with a keyboard and a lamp
field. Each lamp was arranged to light up one letter. To
operate the machine only a flashlight battery was needed.

"'.*■■■■:■■■• ■■_.....,..

Fig. 7 "Enigma" produced by Chiffriermaschinen AG Berlin
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When a key was pressed, an electr ic circuit was closed so
tha t i n enc iphe rmen t t he c i phe r tex t l e t t e r, im dec iphe rmen t
the p la in tex t l e t te r, co r respond ing to the key p ressed was
l ighted up. At the same t ime the rotors were moved step-by-
step accord ing to a fixed program.

Damm1s rotors were constructed somewhat di fferent ly f rom the
ENIGMA'S but produced a similar effect. They were made for
machines which were intended for the ciphering of messages
transmit ted by radio te legraphy, because such messages could
e a s i l y b e i n t e r c e p t e d .

Damm aimed to interest pr imar i ly the large te legraph companies
in h is machine, those companies which handled the t ransat lant ic
t e l e g r a p h t r a f fi c i n p a r t i c u l a r .

In fac t w i th such mach ines the rad io t ra ffic cou ld have been
j u s t a s s e c u r e a s t h e c a b l e t r a f fi c .

- 1 3 -
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Fig. 8 "Electrocrypto B-18" by A.G. Damm
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II. The First Machines

When in 1921 the capital of A.B. Cryptograph was ex
hausted, none of the stpckholders would or could make
f u r t h e r f u n d s a v a i l a b l e . H o w e v e r, a t t h i s p o i n t t h e
d i rec tor o f the company succeeded in in teres t ing Dr.
Emanuel Nobel in the A.B. Cryptograph and i ts poss ib i l i
t ies . Because of the Revolu t ion the Nobels had los t
t he i r ho ld ings i n Russ ia : a l a rge mechan i ca l f ac to ry
and the la rges t Russ ian O i l fi rm, the "Nobe l B ro thers
Oil Production Company".

Wi th regard to the A.B. Cryptograph Dr. Nobel consul ted
h is co l league and c lose f r iend Kar l Wi lhe lm Hagel in , my
father, and they came to the conclus ion that the posses
sion of good c ipher machines for wr i t ten communicat ions
c o u l d p l a y a d e c i s i v e r o l e i n o f t e n d i f fi c u l t b u s i n e s s
a f fa i rs . Based on tha t conc lus ion Nobe l h imse l f dec ided
to invest new funds in the A.B. Cryptograph, and my
father also took a small part in the company. He was
techn ica l l y in te res ted as he was an eng ineer h imse l f .

S ince the d i rec to r o f the A .B. Cryp tograph, Arv id Gerhard
Damm, had a rather obst inate personal i ty, Nobel and K.W.
Hagel in needed a t rustworthy person to moni tor h is
ac t i v i t ies . Because I was then l i v ing in S tockho lm where
I had opened my smal l engineering office, Mr. Nobel asked
me to watch over A.B. Cryptograph.

When I joined the company, Damm's interests in cipher
mach ines were concen t ra ted in the fie ld o f rad io te le
graphy. When I firs t appeared at the company offices a
comple te layou t was on d isp lay : a t ypewr i te r fo r the
inpu t o f tex t , a c ipher mach ine , and a typewr i te r equ ip
ped wi th e lect romagnets for the output o f enc iphered
or deciphered text. Damm had succeeded in arousing the
in te res t o f the ma jo r rad io te legraph compan ies in
his machine and prototypes were to be bui l t by one of
these companies in Par is . Af ter I jo ined the firm Damm
moved to Par is, and I had to look af ter the business
s ide of the firm and i ts technica l development more than
I h a d o r i g i n a l l y e x p e c t e d .

- 1 5 -
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In the end Damm succeeded in winning the "big four" to
his project : Marconi , Telefunken, TSF and Western Union.
They financed the cons t ruc t i on o f f ou r p ro to types . Bu t
these did not appear to be rel iable enough and were too
s l o w, s o t h e p r o j e c t f a i l e d .

In the meantime, however, Damm had developed a system
w i t h s o - c a l l e d s i m p l i fi e d r o t o r s , a n d s o m e p r o t o t y p e s
o f t h e s e w e r e b u i l t f o r w i r e l e s s t r a f fi c . T h e m a c h i n e s
cons is ted o f th ree un i t s : The keyboard , the c ipher ing
p o r t i o n w i t h m o t o r d r i v e , a n d t h e o u t p u t u n i t - - e i t h e r
an electromechanical tape punch (a Creed Morse code punch),
which was equipped wi th a magnet ic contro l or an electr ic
t y p e w r i t e r .
F ig . 8 shows under (a) the c ipher ing un i t , under (b) the
tape punching machine, the keyboard and the ciphering
u n i t , a n d u n d e r ( c ) a n e l e c t r i c t y p e w r i t e r, k e y b o a r d
and ciphering unit . This machine was Damm's Electro-
crypto B-18.

T h e p r i n c i p l e o f t h e s i m p l i fi e d r o t o r l a t e r b e c a m e t h e
sa l va t i on o f t he f a l t e r i ng bus iness . Bu t t h i s came on l y
after Damm's death in 1927.

*
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In 1925 I was ab le to make my fi rs t pos i t i ve con t r ibu t ion to
the A.B. Cryptograph, and th is proved to be of dec is ive im
portance for the future of the company. I happened to hear
that the Swedish General Staff had received an "ENIGMA" ma
ch ine fo r s tudy and I r ushed to v i s i t t he o f fice r conce rned
w i th th i s ma t te r. I exp la ined to h im tha t the A .B . Cryp tog raph
a l ready had ten years o f exper ience in the fie ld o f c ipher
machines and that I would be able to offer something possibly
superior to the "ENIGMA".
The General Staff wanted our machine to be the same size as the
ENIGMA and to operate in the same way. Time was short and I had
only six months to produce the new machine. At the time we had
only Damm's ear l ier construct ions on hand, and they d id not
fi l l o u r n e e d s . N e v e r t h e l e s s I p r o m i s e d t o d e l i v e r. I n t h o s e
days I had no experience whatoever about cryptography but I
had a ce r t a i n t a l en t f o r t i n ke r i ng : I be l i e ved I wou ld be ab le
to build a comparatively compact machine on the basis of Damm's
"s imp l ified ro to rs " . Th is des ign made use o f a 5 x 5 g r id ,
whose p r inc ip le i s shown in a s imp l i fied d iagram in F ig . 9 .

X

& & 8 & 0

£ _ &

Fig. 9 5x5 Matrix

£ _ & _ & _ &

£ _ &

& _ & _ &
& & & 0 &

M-M-£

>

To bui ld the first model of the machine Emanuel Nobel al lowed
me the sum of 500 kronor, about $ 134.— (!) I succeeded in
p roduc ing a p ro to t ype w i t h i n t he s i ze l im i t a t i ons and i n t he
t ime author ized, a somewhat pr imi t i ve mode l bu t s t i l l adequate
for the evaluat ion. Th is machine had a keyboard, 2 ro tors
whose stepping was contro l led by two separate pai rs of p in-
w h e e l s ( k e y i n g - w h e e l s ) w i t h d i f f e r e n t d i v i s i o n s o n t h e i r
per iphery, and w i th a d isp lay o f 25 e lec t r i c lamps wh ich
se rved t o i nd i ca te t he ou tpu t l e t t e r s f o r enc iphe rmen t o r
decipherment (Fig. 10) . This prototype was analyzed by a
mathematician, and approved instead of the ENIGMA for use by
the Genera l S ta f f .

- 1 7 -
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Fig. 10 B.C.W. Hagelin's B-21 (Prototype)

Because Damm used a 5 x 5 gr id, i t was necessary to el iminate ^
one let ter of low f requency or to use the same s ignal for two
l e t t e r s , e . g . f o r i a n d j .
The keyboard was connected with two groups of 5 contacts each.
By operating a key, one contact was closed in each of the two
groups, fo rming one o f the 25 poss ib le combinat ions. Af ter the
c los i ng o f two c i r cu i t s t h rough t he two ro to r s , and a f u r t he r
c i rcu i t th rough a re lay sys tem, one o f the 25 e lec t r i c lamps
l i gh ted up and i nd i ca ted t he resu l t i ng l e t t e r. The re l ay sys tem
was necessary because at that t ime there were as yet no devices
l i ke modern d iodes , wh ich wou ld have s imp l ified the cons t ruc t ion
cons iderab ly. In order to be ab le to vary the enc iphered a lpha
be ts , so -ca l l ed mod ifica to rs were added in se r ies w i th the
ro to rs , i . e . , i n te rchangeab le l eads wh ich cou ld be p lugged
in as desired. This provided 51 = 12 0 combinations for each
group and fo r bo th g roups toge the r y ie lded 14 ,400 poss ib i l i t i es .
It should be noted that after the Second World War I developed
a new modificator system which could generate al l 251 - 1.55

2 5 ^x 1 0 p o s s i b i l i t i e s , b u t a t t h a t t i m e t h i s m a c h i n e h a d b e e n
superseded by my C-Type machine.

- 1 8 -
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The designation "pin-wheel" mentioned above needs to be ex
plained since the pin-wheel came to be used later in many
o the r mach ines . I t i s a d i sk wh ich ca r r i es on i t s pe r i phe ry
a number o f ax ia l ho les or s lo ts in which p ins are located.
These pins are movable and are so arranged that they can pro
trude on one side or the other of the pin wheel. One side of
t h e w h e e l i s t h e " a c t i v e " s i d e , i . e . , p i n s w h i c h p r o t r u d e
o n t h i s s i d e e x e r t a c o n t r o l l i n g e f f e c t . T h e p i n - w h e e l s a r e
stepped with each operat ion, each wheel moving one pin posi t ion
dur ing each operat ion. The, cycl ic length of the wheels have
no common factors. Thus as several wheels work together, a
very long per iod fo r the key i s ob ta ined .

CS

O

O

The p ro to t ype had fou r p in -whee ls , w i th cyc l i c l eng th o f
17, 19, 21, and 23, which yielded a combined keying cycl ic
length o f about 1 .5 x 10 , o r 1 '500 '000 operat ions.

B y u s i n g d i f f e r e n t c o m b i n a t i o n s o f p i n s e t t i n g s t h e o r e t i c a l l y
230 1 7 „ 1 92 x 2 x 0212 x = 2 o r a p p r o x i m a t e l y 1 0 d i f f e r e n t

per iod charac te r i s t i cs cou ld be ob ta ined . Th is meant tha t an
enormously large number of var ia t ions was possib le .
The prototype of the machine (Fig. 10), which was given the
name B-21, is sti l l in the possession of the CRYPTO AG.

Fig. 11 B-21 with solenoid Magnets (Series)

- 1 9 -
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Fig. 11 shows the final model, in appearance quite similar to
the "ENIGMA". It used a power supply of 110 or 220 volts for
a solenoid magnet which operated the stepping of the rotors.
For the lamp display a flashlight battery was uti l ized.

For the convenient use of this machine in central offices
with extensive operations, it was connected to a Remington
electr ic typewriter instead of the lamp display (Fig. 12).
Typewriter keys were activated by small electromagnets and
the lamp display was shut off.

I

I

* I

Fig. 12 B-21 with electric Typewriter

-20-
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III. The B-211 Machine

After Emanuel Nobel died in 1932 his heirs did not want
to make any more funds avai lable for A.B. Cryptograph.
I mysel f had been working without pay because the firm's
income had been very meager. In spi te of the l imi ted
p o s s i b i l i t i e s I w a s a b l e t o m a k e s e v e r a l t r i p s t o o t h e r
countr ies where I found buyers for the B-21. The dec is ive
success, however, came from the interest of the French
Army in our machine. Before the machines could be sold
two requ i rements had to be fu lfi l led : the mach ine had
to be ab le to p r in t the tex t and shou ld a lso be por tab le .
Th is ca l led fo r the imp lementa t ion o f an e lec t romechan ica l
d r i ve . I succeeded in so lv ing th is p rob lem in a shor t t ime
by rep lac ing the lamp d isp lay wi th a spec ia l type wheel
pr in t ing mechanism, (F ig . 13) , wh ich I had des igned.

O Fig, 13 B.C.W. Hagelin's B-211

- 2 1 -
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Since the machine, which we cal led the B-211, was to be bui l t
in France, we got as manufacturer the French subsidiary
of the Telefon - AB L.M. Er icsson located in Colombes just
no r thwes t o f Pa r i s .

The B-211 was provided with shi f t keys l ike those on a type
w r i t e r. D u r i n g e n c i p h e r m e n t o n l y l e t t e r s w e r e p r i n t e d , b u t
dur ing decipherment le t ters, numbers and symbols were pr inted.
The machine also had a crank so it could be operated by hand
i n c a s e t h e e l e c t r i c p o w e r f a i l e d . F o r t h e c i p h e r i n g c i r c u i t s
a flashl ight bat tery was used, as in the B-21 machine.

Before the outbreak of World War II about 500 B-211 machines
were bu i l t and de l i ve red . I t was t h rough t he financ ia l suppo r t
o f my f a the r, who l i ved i n Pa r i s a t t he t ime , t ha t t h i s bus i
ness could be carr ied through. I t would not have been possi
ble without his encouragement and funds, and i t was not easy
fo r h im .

When the war broke out, my father at the last moment succeeded
in t ransferr ing the profits f rom France to Sweden. The amount
was large enough to pay for his expenses and instal l and equip
a modern workshop. I t was our first workshop since the founding
of the A.B. Cryptograph in 1915. The shop was dedicated at
New Year's eve of 1940 by the heirs of the A.B. Cryptograph
and was renamed the "A.B. Ingeniorsfirman Cryptoteknik" .

It may be mentioned that the French army after the War bought
an addit ional 100 B-211 machines.

I a lso might ment ion that I was obl iged before the War to sel l
"two cipher machines" to the Russian Trade Commission in Stock
holm (according to the purchase order) . I sold them two B-211
machines which we had in stock in Stockholm.

The machines were copied in Russia and used during World War II.
They were provided with a 5 x 6 gr id. The Cyr i l l ic a lphabet had
more than 30 letters but a few of them occurred very seldom,
and could be omit ted. Also the modificators were p lugged in
outs ide of the machine, probably under locked cover so that
the operator would not know which inner sett ings were in use
at any g iven t ime (F ig . 14) .

I

* «

3 1
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Fig. m Copied B-211 for Cyrillic Alphabet
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IV. The C-Machines

Qu i te soon a f te r the beg inn ing o f ou r bus iness re la t ion
ship with the French "Deuxieme Bureau" I was asked in

t h a t n r i n ^ T ^ d e v e i ° ? a c o m p a c t " p o c k e t " c i p h e r m a c h i n ethat p r in ted. As good luck wou ld have i t , I had a l readv
a few years before received from two Swedes an order to
des ign a com changing machine. Af ter I had bu i l t a
f u n c t i o n i n g p r o t o t y p e , I g o t t h e i d e a t h a t i t s h o u l d b e
poss ib le to inser t any amount in co ins , to en te r the
invoice amount by a key, and final ly to get back the
change. This machine was equipped with a unique calcu
lating mechanism but i t was never buil t because we had
not been reimbursed for our development effort . We agreed
to cance l the debt and re ta ined the r igh ts fo r our des igns .

Tr y i n g t o fi n d a s o l u t i o n f o r t h e " p o c k e t d e v i c e " f o r t h e
F rench , I go t t he i dea t o i nco rpo ra te t he ca l cu la t i ng
mechanism for the money changer into such a device. The

r e v o l u t i o n a r y i n v e n t i o n " ( i n t h e o p i n i o n o f d i s t i n g u i s
hed c r yp to l og i s t s ) cons i s ted i n a pu re assoc ia t i on o f
ideas that were t ransfer red f rom one to another complete lv
d i f f e r e n t fi e l d o f a p p l i c a t i o n . ' P u r e l y

The calculating mechanism of the money changer consisted
of a drum wi th d isp laceab le ax ia l bars around i ts c i rcum
ference which could be affected by operat ing the keys
Those bars which were a ffec ted in an operat ion were d is - ~
placed to the left as the drum turned. A type wheel mes
hing with the drum was turned exactly the same number of
steps as the number of bars moved to the lef t . I replaced
the keys of the money changer with pin-wheels, and the
type wheel car r ied le t ters now ins tead o f numbers . In
th is way I obta ined a c ipher mAchine. In order to est imate
the d imens ions des i red, I cu t out a wooden b lock to fi t
snug ly i n to the pocke t o f a j acke t . Fo r t he fi rs t mode ls
I used a drum with 25 bars and|five pin-wheels of the same
construct ion as those in the B-21. These wheels were pro
v ided w i th p ins around the i r c i rcumferences, wh ich cou ld
b e p l a c e d a x i a l l y i n t w o d i f f e r e n t p o s i t i o n s , e i t h e r
"ac t i ve " o r " i nac t i ve " . "Ac t i ve " p i ns wo rked upon t he
drum by means of a control arm.

- 2 4 -
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Fig, 15 B.C.W. Hagelin's C-35
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The bars of the drum are prov ided wi th cams, i .e . , ra ised
areas on the i r edges , o f such a des ign tha t the fi rs t ba r
would be moved by the contro l arm of the firs t p in-wheel ,
the next two bars by the second wheel, the next four by the
th i rd , t he nex t e igh t by the fou r th , and the rema in ing ten
b a r s fi n a l l y b y t h e fi f t h w h e e l ( F i g . 1 5 ) .

Depending on the number and the arrangement of active pins in
the p inwhee l in ques t ion the con t ro l levers w i l l be pushed
aga ins t t he pe r i phe ry o f t he d rum, o r rema in i n t he i r i nac t i ve
posi t ions. When the drum is revolved dur ing an operat ion the
act ive levers push the corresponding bars ( f rom 0 up to 25
bars) to the left and so engage the gearwheel connected to
the typewheel . The typewheel is therefore displaced a number
of steps equal to the number of the act ive bars. The drum thus
acts l ike a gearwheel wi th a var iab le number of teeth. As the
number of pin divisions on the pinwheels has not any common
denomina to r, the leng th o f the key per iod , i .e . , the number
of operat ions which are needed before the p inwheels return
to t he i r common s ta r t i ng pos i t i on , i s ve r y l ong .

F o r t h e fi r s t m a c h i n e s t h e d i v i s i o n s , o r c y c l i c w h e e l l e n g t h s
selected were 17, 19, 21, 23 and 25, which resul ted in a per iod
leng th o f 3 '900 '225 opera t ions , a leng th wh ich un t i l then had
not been achieved in any mechanical ciphering machine.

M o r e o v e r, s i n c e o n e c o u l d s e t a l l t h e p i n s t h e o r e t i c a l l y i n
29a b o u t 1 0 d i f f e r e n t c o m b i n a t i o n s , t h e n u m b e r o f p o s s i b l e

var ia t ions was so h igh that these machines are fu l ly adequate
for cer ta in purposes even today.

Later I made var ious changes in direct response to the steady
p r o g r e s s i n c r y p t a n a l y s i s , w h i c h i n c l u d e d t h e s i g n i fi c a n t w o r k
of the Swedish cryptologist Y. Gylden. The main improvement
cons is ted of increas ing the number o f p in wheels f rom five
to s ix , and to in t roduc ing rear rangeab le lugs on the drum-
bars ins tead o f fixed cams.

When the machine began to be produced in larger quantit ies, a
bottom plate and a protect ive cover were added. The bottom'
plate was formed so that the machine could be used in the
fie ld s t rapped ove r the knee o f the opera to r. I f necessary
the operator could even march with the machine strapped to
his thigh. This new type of apparatus was given the designa
t i on C w i th one l e t t e r and a numera l su f fix wh ich o r i g i na l l y
des ignated the mode l year bu t a f te r 1952 defined the spec ific
model of the machine: e.g., CX-52.

26-
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The opportuni ty to establ ish a modern workshop wi th the royal
t ies f rom our French sa les occur red jus t be fore the outbreak o f
World War I I . I t thus became possible for us to make and sel l a
cons iderab le number o f mach ines dur ing that War. Our fi rs t la rge
customer were the Swedish defence forces with whom I had main
tained connections since 1925. From France we received an order
for over 5000 machines, which were to be manufactured by Ericsson
at Colombes, but th is order could not be completed.

To p romote the C Mach ine I made severa l t r ips , fi rs t w i th in
Europe, but in 1937 I went again to the USA where the wish was
expressed to have an electr ical ly powered machine wi th a key
board. In the summer of 1939 I took a prototype of the so-cal led
BC Machine to Washington. Unfortunately the construct ion needed
improvement and I returned to Sweden the same autumn after the

r % o u t b r e a k o f W a r w i t h m a t t e r s s t i l l u n s e t t l e d .J
I made another tr ip to the USA at the beginning of March 1940
on my own in i t ia t ive wi thout any request f rom Washington. I
was able to leave on the last ship from Europe at Genoa on
May 10, 1940 with two machines in my luggage before the
I ta l i ans en te red Wor ld War I I . Th i s t r i p was to l ead to t he
largest sale of C Machines ever made.

The American business began wi th an in i t ia l order for 50 ma
chines which were shipped air f reight f rom Sweden to Washington.
After extensive test ing the machine was accepted. The Americans
se lec ted i t fo r tac t i ca l use , as they d id no t have any comparab le
machine at that t ime. The C Machine, designated in America as the
M-209, was manufactured by the Corona plant of the L.C. Smith
typewr i te r company, w i th a da i l y ou tpu t o f up to 500 un i ts .

I remained in America during the war and had a small shop in
my home for servicing BC Machines which were used by an
Amer ican organ izat ion dur ing the war.

When it became possible for me to return to Sweden in 1944,
more than 50'000 machines had been built. By the end of the
war over 140'000 units were made in America.

During my four year stay in the States the workshop in Stockholm
was kept busy wi th orders f rom severa l fore ign countr ies. One
delivery went by an extraordinary way to Japan. The machines were
smuggled out by the Japanese mi l i tary at tache in a n ight boat
passage and picked up by a U-Boat off the coast of Sweden. But
very few machines reached the i r in tended dest inat ion in Japan.

I t seems worth ment ioning that the German author i t ies, who years
before the war showed no interest in the demonstrated C Machine,
began, toward the end of the war, in the Wanderer works at Chem
nitz to manufacture a copy of the BC Machine for their own use
because the "ENIGMA" machine had been broken by the British
( F i g . 1 8 ) .
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Fig. 16 B.C.W. Hagelin's BC-543
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Fig. 17 USA-version of the C-36: M-209
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Fig. 18 Ml (german copy of the BC-543)
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When the third Reich collapsed they had only been able to manu
facture about 7 00 machines. I t is even more interest ing to note
that in the 1950 's postwar var ia t ion o f the C Machine was bu i l t
in Germany under l icence. About 10'000 machines are said to have
been produced. France a lso obta ined the manufactur ing r ights for
the C Machine for the francophone community.

I t should be st ressed that the C Machine was p lanned for tact ica l
purposes , i .e . , fo r use a t the f ron t . When, because o f i t s s imp
l i c i t y a n d p o r t a b i l i t y, t h e m a c h i n e a l s o p r o v e d t o b e i n t e r e s t i n g
for use in the dip lomat ic serv ice, improvements were needed to
a t t a i n a h ighe r deg ree o f secu r i t y.

•

r *

^ i

I fi rs t go t the idea o f mod i f y ing the mach ine so tha t the ro ta
t ion o f the p in -whee ls wou ld be i r regu la r ly. Other improvements
were introduced as well. The new type brought no large changes
in the basic st ructure of the or ig inal C Machine. This new ma
ch ine was fi r s t g i ven t he des i gna t i on CX-52 bu t l a t e r, a f t e r
di fferent pin-wheel movement variat ions were made, new model
numbers were used (Fig. 19

Fig. 19 The C(X)-52
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Be fo re go ing i n to t he de ta i l s o f t he va r i ous improvemen ts , i t
i s impor tant to emphas ize that the requ i rements o f our custo
mers led in two oppos i te d i rect ions. One group requi red very
long key periods, while the other wanted a movement of the
p in -whee l s t ha t was as i r r egu la r as poss i b l e . I t r equ i r ed g rea t
mathematical competence to compile keys which would assure that
s u f fi c i e n t l y l o n g p e r i o d s w e r e o b t a i n e d . I n o r d e r t o s a t i s f y
our customer we also developed hybrid systems where usually
one p in -whee l was s tepped regu la r l y and the o thers i r regu la r l y.

The further development of the C Machine, which even today,
in the age of e lect ronics, is being used, can now be fo l lowed
in some de ta i l :

a ) The number o f p in -whee ls was inc reased qu i te ear l y to
s i x . I n s t e a d o f t h e o r i g i n a l fi v e w h e e l s w i t h d i v i s i o n s
of 17, 19, 21, 23 and 25, 12 pin-wheels became available
w i th d i v i s ions o f 25 , 26 , 29 , 31 , 34 , 37 , 38 , 41 , 42 ,
43, 46 and 47, of which six were to be used at one time,
preferably those with no common factors. The wheels were
i n s e r t e d e a s i l y w i t h o u t u s i n g a t o o l .

b ) The number o f s l i de -ba rs was inc reased to 32 . In p lace
of the fixed cams on the bars which caused the type-wheel
to turn, movable lugs were insta l led on each bar so that
the movement arrangement for the type wheel could be
changed as desired. For other ways of using the machine,
some bars w i th fixed cams v /h ich cont ro l i r regu lar fo r
ward movement of the key wheels were manufactured.

c ) E v e n i n t h e v e r y fi r s t C M a c h i n e s r e c i p r o c a l a l p h a b e t s
were u t i l i zed . Wi th a le t te r sequence on the type-whee l
r u n n i n g i n t h e o p p o s i t e d i r e c t i o n t o t h a t o n t h e i n d i
cating disk, the same machines could be used both for
enc ipher ing and dec ipher ing w i thou t any mod ifica t ions .
In later models a second type-wheel was introduced, which
was permanent ly connected to the ind icat ing d isk, and
which pr in ted the same le t ters which were set wi th the
ind ica t ing d isk . They were ca l led "pr imary" and secondary"
type-wheels, where the pr imary type-wheel is connected to
t h e i n d i c a t i n g d i s k . T h e r e a r e a l s o a v a i l a b l e i n d i c a t i n g
disks and type-wheels, where the let ters can be rearranged
at wi l l , and wi thout removing them from the assembly.

One model pr in ted the p la in tex t in the characters o f a
non-European language (e .g . Arab ic) and the c ipher text
i n L a t i n l e t t e r s , a n d o n e t e x t ( A r a b i c ) r e a d f r o m r i g h t
t o l e f t a n d t h e o t h e r t e x t f r o m l e f t t o r i g h t . T h i s
arrangement was indispensable for Arab countr ies us ing
t h e i n t e r n a t i o n a l t e l e g r a p h s e r v i c e .
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c Fig. 20 CX-52 (disassembled)
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d ) B e t w e e n t h e i n d i c a t i n g d i s k w i t h t h e p r i m a r y t y p e - w h e e l
a n d t h e s e c o n d a r y t y p e w h e e l w a s a d i s c o n n e c t a b l e c l u t c h
I t c o u l d e i t h e r r e t a i n t h e c h o s e n r e l a t i v e p o s i t i o n s
b e t w e e n t h e p r i m a r y a n d s e c o n d a r y t y p e - w h e e l s d u r i n g a
s e r i e s o f m e s s a g e s o r c h a n g e e a c h t i m e a t t h e s t a r t o f
t h e n e x t l e t t e r i n t h e t e x t .

e ) F o r t h e e a s y s e t t i n g o f t h e p i n s o n t h e p i n - w h e e l s a
s p e c i a l t o o l w a s p r o v i d e d . T h i s t o o l s e t i n a s i n g l e
o p e r a t i o n a l l t h e p i n s i n o n e w h e e l .

f ) A s p e c i a l d e v i c e w h i c h w a s d e v e l o p e d a t t h e r e q u e s t o f ^
o n e c u s t o m e r w a s t h e m e c h a n i z a t i o n o f t h e " o n e - t i m e p a d "
sys tem wh ich had been a s low hand p rocedure .

Near the end o f Wor ld War I the Amer ican Vernam made the
fi r s t a t t e m p t t o m e c h a n i z e t h i s s y s t e m f o r t e l e g r a p h u s e .
H e u s e d f o r t h e k e y - t a p e s p u n c h e d p a p e r t a p e s w i t h r a n d o m
s e q u e n c e s o f t e l e p r i n t e r s i g n a l s . T h e c h a r a c t e r s o f t h e
p l a i n t e x t i n t h e s t a n d a r d C C I T T N o . 2 c o d e w e r e c o m b i n e d
b y m e a n s o f r e l a y s w i t h t h e k e y - t a p e s a c c o r d i n g t o t h e
s y s t e m o f t h e " e x c l u s i v e - o r " a s s o c i a t i n g p l u s a n d m i n u s
i n t h e f o l l o w i n g w a y :

+ a n d + r e s u l t s i n + ,

+ a n d - r e s u l t s i n - ,
- and + resu l t s i n - ,
- and - resu l t s i n + .

Af ter Wor ld War I I we learned that specia l devices had
been bu i l t to generate such tapes. Consequent ly our fi rm
also deve loped spec ia l e lec t ron ic random genera tors fo r
produc ing key- tapes.
In Par t V I be low, as a cur ios i ty, I have descr ibed two
of my des igns for the automat ic product ion o f "one- t ime
pads" .

g) Whi le the pre-war C Machine was supplemented with the key
board BC-machine, for the modern C Machine we developed
a separate attachment, named B-52 ... B-62, which was
p rov ided w i t h keyboa rd and e lec t r i ca l ope ra t i on . I n
smaller message centers the C Machine alone was suffi
cient, while in large ones the C Machine was mounted on
t h i s d e v i c e ( F i g . 2 1 ) .

■
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Fig. 21 A: B-62 B: BC-62
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h) The PEB Machine provided easier operation for telegraphic
traffic. The device consisted of a tape punch and a tape
reader and could be connected by a cable with a BC Ma
chine. During encipherment a punched tape with ciphertext
was made on the PEB (possibly with the address in plain
language placed at the beginning) and was dispatched
directly over the punched tape transmitter of the tele
printer station. At the receiving end the cipher was
punched on the tape which could then be deciphered
automatically with the PEB (Fig. 22).

Fig. 22 Left: PEB-61 Right: BC-621
%
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The various improvements caused the C Machine to outgrow its
pocket-s ize format . Now I wished to bui ld a "pocket machine"
in the t rue sense of the word. I was able to in t roduce a
mode l wh ich , because o f i t s sma l l s i ze , cou ld no t p r in t bu t
none the less a l l owed an easy read-o f f o f t he tex t l e t te r by
le t te r. The c ipher mechan ism was qu i te d i f f e ren t f rom tha t
in the C Machine but the device was ful ly compat ib le wi th a
contemporary var iat ion of the C Machine, which worked with
regu la r s tepp ing o f t he p in -whee ls .

The French gendarmerie urged us to bui ld this pocket machine
and assured us of an order of at least 4000 uni ts . Al though
th is quan t i t y was no t ac tua l l y reached, lo ts o f these mach ines
were sold, which came on the market under the designation
CD-55 and CD-57 (Fig. 23). About 12'000 have been delivered.

The input and output e lements of the device consis t o f a r ing
insc r i bed w i t h an a lphabe t and ro ta tab le d i sk i ns i de t he r i ng .
A levergr ip pressed by the le f t thumb causes the d isp lacement
o f the a lphabet d isk in each opera t ion . Wi th the r igh t hand
t h e r e s u l t i n g t e x t c a n b e c o p i e d l e t t e r b y l e t t e r . I f t h e
letters are not in sequence the encipherment must be done
from the r ing to the disk and the decipherment f rom the disk
to the r ing . For conven ience users norma l ly use rec ip roca l
alphabets and then can go from the fixed r ing to the movable
disk for the output. Even these machines can be equipped with
a keytape reader.
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Fig. 23 CD-57, closed and disassembled
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V

V' The Telecrypto Machines

llllllli ** mrti0ned in the Introduction, I settled in
Z i t l e r l a n d " h e r e * w o r k e d f o r a s h o r t t i m e w i t h t h eSwiss inventor Dr. Edgar Gretener on the development of

t e l ep r i n te r T ° " ^ ^P^ ing and dec iphe r i ng o f" m e s s a g e s . T h e s e " o n - l i n e m a c h i n e s " w e r e

D r t r l t L t * ^ ^ f c u e E T K t e l e p r i n t e r , d e s i g n e d b yDr Gre tene r, and t he l i ne . Ou r coope ra t i on d i d no t

u s e w l t n y a i i n s t a n ^ \ d e c ^ t o b u i l d m y o w n m a c h i n e f o ruse w i t h a l l s t anda rd t e l ep r i n t e r s . D r. G re tene r ' s
machrne is no longer in product ion. My pre l iminary work

Stockhor"^,16 KaChine WaS done in ™y workshop inStockholm, but the manufacture took place at CRYPTO AC

in^ug where some improvements were added to tnf or ig inal

T v P e ^ - S S t ! h b U i l t U n d e r m y E r e c t i o n : Ty p e T- 5 2 a n d
J J \ l S f : B ° t h W e r e ^ s t a l l e d b e t w e e n t h e t e l e p r i n t e r
o n l v w i t h n ? ' S ? t h 3 t " h e t e l e P r i n t e r p e r s o n n e l ^ o r k e do n l y w i t h p l a i n t e x t w h i l e o v e r t h e l i n e o n l y c i p h e r t e x t

t h e r r M n S ^ t t e ^ B ° t h t y p S S U S S d f o r t h e i r " k e y - g e n e r a t o r "the C Machine drum and six pin-wheels. The T-55 model was
a lso equ ipped wi th two tape readers , one for the tex t
tape and the other for a random key-tape. I t was possib le

k e y - r a p e ! " " " " * * " ^ " g e n e r a t o r o r w i t h t h e ^ a n d o m

inei95352-ma954neT/Fi9\ '4) WaS Produced in ser ies in Zugm 1 9 5 3 1 9 5 4 . I t w o r k e d w i t h s i x fi x e d p i n - w h e e l s a n d

t h f c ^ r M a c n i n e " ^ " ^ " * - « - U d p S ' o ? -
The T-55 was designed in 1955 - 1956. I t used six inter
changeable p in-wheels and a drum wi th 22 s l ide-bars l ike
the system in the C-52 series. The keying sequence was
genera ted m bo th t ypes mechan ica l l y, t he i n fo rmat ion
p r o c e s s i n g e l e c t r i c a l l y b y r e l a y s .

l " ^ h e T _ " e a c h t e l e 9 r a p h s i g n a l r e s u l t e d f r o m a f u n c t i o n -s tep in which each te legraph s igna l was processed d i rec t lv
a n d p a s s e d f o r w a r d . T h e k e y i n g s i g n a l s p r o d u c e d w e r e Y
passed in to the five key ing s igna l re lays , comb ined w i th
the incoming te leg raph s igna ls accord ing to the "exc l

+■ " S e n d " 1 ' " ' ' * 3 " ' 3 - 3 6 " 1 ° U t ; , T h S T " 5 2 C O u l d b e ^ t b y h a n dSend , Receive" , or "Punched Tape Operat ion" .
us ive '

t o
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Fig. 24 Telecrypto T-52 with and without hood
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I n con t ras t t o t he T-52 , i n t he T-55 (F ig . 25 ) t he key ing
signals were not stored but were produced cont inuously as
five key ing s igna l e lements dur ing one cyc le o f the machine
and combined accord ing to the "exc lus ive-or " ru le w i th each
b i n a r y e l e me n t o f t h e t e l e g ra p h s i g n a l . Th e re fo re t h e s l i d e -
bar d rum had to run synchronous ly w i th the te lep r in te r s igna l ,
and consequent ly the five key ing in format ion e lements a lways
co inc ide w i th the tex t e lements .

In addition the T-55 was equipped with a tape reader by means
of wh ich a superenc ipherment , i .e . , mechan ica l key ing genera tor
plus random key-tape was obtained. As an important improvement
over the T-52 Mach ine the T-55 o f fe red automat ic d i rec t ion
r e v e r s i n g .

Another impor tant feature of the T-55 was the remote lock
for the answer-back un i t o f the te lepr in ter. When the T-55 was
not in use i t remained on "p la in language opera t ion" . Shou ld
th is machine be cal led, then af ter operat ion the WRY-Key at
t h e t r a n s m i t t i n g t e l e p r i n t e r a " C a l l " b u t t o n a t t h e T- 5 5 w a s
pushed which locked the sending loop of the remote stat ion.
By th is act ion the incoming transmission could not be jammed
by an answer-back sent dur ing the t ransmission.

Later the tape cou ld be dec iphered in a loca l loop.
The answer-back lock was released automatical ly when the
l ines were d isconnected, and the stat ion was then ready to
operate in both ways again.

To produce the key-tapes for these machines we constructed a
three-par t apparatus : an e lec t ron ic random number generator,
a punch, and a labeling machine. The punch, of American design,
could do up to 120 characters per second. I t produced two
ident ica l tapes at the same t ime, which were pr in ted upon
a t r e g u l a r i n t e r v a l s w i t h c o n s e c u t i v e i d e n t i fi c a t i o n n u m b e r s
a c c o r d i n g t o c u s t o m e r s ' s p e c i fi c a t i o n s .

The use of random key-tapes became very popular. But after
some years the use of this system declined because of the
prob lems o f supp ly ing and d is t r ibu t ing key tapes. Key tape
machines were then replaced by e lect ronic te lecrypto machines.

Both mach ines were s ing le-shaf t regenera tors in te rms o f te le
g ra p h i c t e ch n i q u e . Th e y d e l i ve re d e r r o r - f r e e t e l e g ra p h i c i m
p u l s e s , w h i c h l e f t n o p o s s i b i l i t i e s w h a t e v e r f o r e l e c t r o n i c
cryptana lys is by means o f pu lse ana lys is .
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Fig. 25 T-55, A: Office Version, B: Field Versi on
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VI. Miscellaneous Machines

Some machines are described which were built only as
prototypes or in smal l numbers.

1. An Autokey Machine of the C-Type

Customers have always looked for cipher systems which are
not only secure but also simple to operate. As an example
of such a system the autokey c ipher wi l l be descr ibed.
The co r responden ts u t i l i z i ng t h i s sys tem used a l i s t o f

. y c o d e w o r d s t o i n d i c a t e t h e s t a r t i n g p o i n t i n t h e k e y i n g
sequence. I t soon appeared that this system was not
absolu te ly secure s ince "Probable Words" cou ld he lp to
a n a l y z e t h e c i p h e r t e x t , i . e . , t o m a k e d e c r y p t i o n t r i a l s
in order to discover where such words or sentences are
located in the secret message. This system was thus
d iscarded .

Bu t t he i dea to i n teg ra te t he tex t i n to t he key ing se
quence was very attract ive to me, and in 1948 I designed
a machine which was bui l t only as a prototype. The basic
pr inc ip le o f th is machine was to combine the tex t to be
enciphered wi th a c lassical c ipher system in such a way
that the text component of the keying sequence would not
be vulnerable to analys is . The keying sequence of a
classical machine was thus changed into a pseudo-random
keying sequence. I use the expression pseudo-random since

^ t h e s e q u e n c e o f l e t t e r s i n p l a i n l a n g u a g e c a n n o t b e
V c o n s i d e r e d c o m p l e t e l y r a n d o m l y d i s t r i b u t e d . H o w e v e r ,

f rom a p rac t i ca l v iewpo in t the comb ina t ion o f a
cont inuous key ing sequence combined wi th th is text to
be enc iphered could in pract ice be ca l led randomly
d i s t r i b u t e d .

For the c lassical c ipher machine I used a normal pre-war
C Machine with five pin-wheels and a drum with 25 sl ide-
bars. This machine was modified so that in p lace of the
too thed whee l d r i ve , a d r i ve us ing a l a t ch d r i ve fo r the
regular movement of the pin-wheels was used. A drum
equ ipped w i th 26 s l ide-bars was p laced in f ron t o f
t h e l a t c h e s ( F i g . 2 6 ) .

Z*
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Fig. 26 C-36 with Autokey (Prototype)

This aux i l ia ry drum was connected v ia gears to the ind ica t ing
d isk , so tha t fo r each change o f the ind ica t ing d isk a
c o r r e s p o n d i n g a u x i l i a r y s l i d e - b a r c a m e i n t o a c t i v e p o s i t i o n
be fo re the l a t ches . The aux i l i a r y s l i de -ba rs were p rov ided
w i th fixed l i f t e r s . As an examp le t he l a t ches f o r p i n -whee l s
1 and 3 of one s l ide-bar could correspond to the le t ter A
o f the se t t ing d isk and cou ld be found in the inpu t pos i t ion .
They could then be brought in to an act ive la tch pos i t ion by
a movement of the drum, so that in the succeeding operation
the pin-wheels 1 and 3 would be moved one step forward.
These s l ide-bars were interchangeable, so they could be set
in to 261 d i f fe rent sequences in the i r d rum.

! *

-44 -



3E720

The machine funct ioned as fo l lows:
Before s tar t ing an enc ipherment the p in-wheels were set in to

w a ^ h S P e £ i £ P ^ ^ i o n s . T h e n t h e l e t t e r t o b e e n c i p h e r e dwas b rough t by a t u rn o f t he i nd i ca t i ng d i s k i n t o i t s i npu t

r T t h ^ J S l l d S : b a r ° n t h e M i l i a r y d r u m c o r r e s p o n d i n g
t o ^ ^ ^ v a n c e d t o t h e a c t i v e p o s i t i o n . T h e n t h ero ta t ion o f the ma in d rum fo l lowed, wh ich tu rned the se t t ing

of the ind icat ing d isk / type wheel un i t the same number o f
steps determined by the pin arrangement on the pin-wheels and
t h e d i s t r i b u t i o n o n t h e m a i n d r u m . T h e r e s u l t i n g c i p h e r l e t t e r
was pr in ted and the aux i l ia ry d rum d i rec ted aga ins t the la tches
in order to advance those p in-wheels a f fec ted by the ac t ive

w l a t c h e s o n e s t e p f o r w a r d a t t h e e n d o f t h e o p e r a t i o n .
In decipherment the act ive t ime for the movement of the latches
was sh i f ted to the beg inn ing phase o f the opera t ion . A f te r
s e t t i n g t h e c i p h e r l e t t e r i n t o t h e i n p u t p o s i t i o n t h e t u r n i n g
movement was performed first , then the readjustment of the
t y p e w h e e l u n i t , a n d fi n a l l y t h e p r i n t i n g o f t h e d e c i p h e r e dp l a i n t e x t l e t t e r .

However, I re luc tan t l y d iscarded th is dev ice because t ransmiss ion
errors and garb les caus ing the key ing to get out o f s tep could
lead to considerable delay in recover ing the message. Today
th i s ob jec t i on i s no l onge r va l i d s i nce t r ansm iss ion t echn ique ,
e i t h e r b y w i r e , r a d i o , o r e v e n v i a s a t e l l i t e , h a s b e e n
improved immensely.

c

i

I regret that this simple and good machine came too early
and today has been outdated by i ts e lectronic successors.

i
2 . T h e C i p h e r i n g T e l e p r i n t e r i

In 1953 an exper imenta l c ipher ing te lepr in ter, Type TMX, was
b u i l t .

I t h a d f o u r i n p u t p o s s i b i l i t i e s : k e y b o a r d , t e x t t a p e , k e y - t a p e
and incoming s ignals , and three outputs :
p r i n t -ou t , t ape -punch and ou tgo ing s igna ls (F ig . 27 )
I soon realized, however, that CRYPTO AG possessed neither the
financia l nor the technical means to compete wi th such a
mach ine aga ins t t he ma jo r t e l ep r i n te r fi rms . We s t i l l have
the prototype, but we dropped th is large pro ject and under
took someth ing more su i tab le to our capabi l i t ies : the manu
facture of a te lecrypto machine which could be connected
t o n o r m a l t e l e p r i n t e r s .
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Fig. 27 Cipher Teletype TMX-53 (Prototype)
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3. "One-Time Pad" Machine;

- o r i o l i f r o l i i S S S o f ^ ^ ^ M ? "o f l e t t e r s ' o n a t y p e w r i t e r g w * f f ^ ^ * » ^ s e q u e n c e s
m e t h o d r e g u l a r p a t t e r n s d L n J " " ^ t h a t w i t h t h e l a t t e r
u n u s a b l e . P a t t e r n s d e v e l o p e d w h i c h m a d e s u c h " p a d s "

I n e a c h o p e r a t i o n f h p c h a f f * - « d X i e s n a r t .

The second design was even more unique 8 x 5 fvno „hoai
u s e d w i t h e a c h w h e e l c o o r d i n a t e t - t ■ • Y P w h e e l s w e r e= i-s.'sis.™p=r ="—~™

q ^ l n c r o f ^ O ^ t r e ^ 6 1 " " " ^ a - r r e s p o n d i n g ^ r n ^ . ' £
x e d f I e \ W ! P ^ l n t e d o n t h e p a p e r , t h e b a l l s w e r e

c o u l d r e s t a r t * * * * * < * ± n t ° t h e C h a r a b e r ' a n d t h e o p e r a t i o n

f o r ^ ^ i T ^ r l o fl Y d i g i t s T * Ts l ^ T ' l ? * " * "
o r n u m b e r t a b l e s c o u l d b e p r o d u c e d ( F i g ' 2 8 , ' " ^ ^ " ^
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Mischkammer

Typenrad

Fig. 28 Random Number Generator with Printer CBI-53,
A: Principle B: Unit

*
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4■ Rotor Machines

Even when mechanical and electromechanical machines became

aura I t ?* T l ma°h ine Was St i11 —rounded by a cer ta in
nn™" T™ th3t SUCh Mchines »ere being used by the greatpowers , and we dec ided to bu i l d a "super " ve rs ion "

rotorsewith TES*' °f tMS tyPG had the same weakness -rotors with fixed wiring and simple motion. In 1952 we
begun the first attempts to produce a different machine
with special rotors. One feature in our development was the

• i n p u t , k t b 3 H , • W, h i l S ° n l y 2 6 C i r c u i t s a r e n e e d e d f o r t h e
c i rcu i t Ynf0au\an. t °UtPUt 'Prater ) , the ro tors have 41
t h e r o t o r s f S U r P l U S W i r e S a r e l o 0 * e d b a c k o u t s i d e

so' that^e-V?^ be. rearranged by the use of modif icators,so that 26. x 151 choices could be obtained (around 5 ? v
10 3 8 " - - " " ' » ' « « c o u i a o e o b t a i n e d ( a r o u n d 5 . 2 x

The nine rotors were such that the connections within each
rotor could easily be changed in 24i different ways. Further-

1 e rotors could perform every desired combination ofmovements like those used in the modern C Machine. The program
choice was enhanced greatly by the use of electrical switches
A comp le te b lock d iag ram i s shown in F ig . 29 . sw i r cnes .

C i f h r f ^ ° f f c K e r r ° t 0 r M c h i n e s " e r e s u p p l i e d t o g e t h e r w i t h^ the tape punch dev ice PEH-61 (F ig . 30 ) to a F rench govern -
600 v a r i a -ment agency. The inconceivably large number of 10 -—

tions was theoretically possible with this machine. Due to

the t? t \ °Pmr^° f e lect ron ic machines, the manufacture ofthe HX-63 and the PEH-61 machines vias discontinued. We
manufactured for another firm a sizeable number of high
speed printers and tape readers originally developed for
t h i s m a c h i n e . c
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Fig. 30 A: Rotor-Hach.ne HX-63 B: Paper Tape Un1t PEH-61
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5. The CDS-62 Machine

Since 195 5 I had the idea of improving the CD pocket machine
f u r t h e r b y t h e a d d i t i o n o f a m u l t i - a l p h a b e t i c a l a t t a c h m e n t .
In 1950 the renowned cryptologist Wi l l iam F. Fr iedman had
once suggested I redesign the C Machine in order to enhance
i t s app l i cab i l i t y. Th i s was to be done by the use o f 16 d i f f e
rent types of wheels which would engage in an irregular manner
Th i s sugges t i on un fo r t una te l y d i d no t wo rk i n p rac t i ce . I
used, however, a version of this suggest ion as an improvement
for the CD-57 machine.

In Sweden I made a first attempt by mounting on the turnable
shaft of the CD machine a cylinder on which 32 alphabets were
insc r ibed . These cou ld be read o f f aga ins t a fixed re fe rence
alphabet. One could say that this was simply an improvement
o f A .G. Damm's fi rs t mach ine , bu t w i th a vas t ly longer per iod
(F ig . 31 ) .

I changed the design and introduced interchangeable cards
carrying random alphabets (Fig. 32) .

7
Fig. 31 CDS-62: CD-57 with multi-alphabet attachment
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t,

c a r d f w e r e ^ r o b t a i n ^ e U ^ ~ i f S e P a r a t e a l p h a b e t

s ̂ rrton6rreepertei?quenoe to the refereni -52̂

e n g a g e d w i t h t h e a « * ^ ^ . £ * £ 1 S l £ i S £ : f U l l Y
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Fig. 32 CDS-78 (Sample Unit)
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Closing Observations

3 a s L " ° f " r e t o g r a p h y a n d c r y p t a n a l y s i s u p t o n o w
ZLV ^" ly.concerned wi th manual systems which weredeveloped during the last five centuries. Although cipher

l ized field. I t is equal ly obvious that the results of such
efforts are not published.
Each nation has to look out for its own security and does not
want to disclose any useful data to its adverseries

S S « 2 S = H S w j £ ~ &errors can simply not be eliminated. On the other handle
cryptanalyst today still has the chance of success throughhis own intuition as he depends on the "probable word" i e
on stereotyped, often used expressions. Direct betravai or

/ u n i n t e n t i o n a l i n d i s c r e t i o n n a t u r a l l y d o n o t b e l o n g t o t h e

statisticafm^rr113^315- Th±S art dePends mainly on
t i t i o n * ^ r S ' " h i C h a U o w s t h e r e c o g n i t i o n o f r e p e -
l l To t k 0 e f y i „ h g O S p e n r i o a d s ! n e S e t t i " 9 S " ^ " ^ «■" » * - r -

0
-55-



3E720

For th is reason secure c ipher communicat ion requi res not on ly
good equ ipment bu t a l so c ryp to log ica l l y t ra ined personne l to
prepare the opera t ing ins t ruc t ions fo r the mach ine , and very
t r u s t w o r t h y, w e l l t r a i n e d o p e r a t o r s w h o s t r i c t l y o b s e r v e
t h e s e i n s t r u c t i o n s .

Because the C Machines have been sold in more than 5 0 coun
t r i e s a n d a r e s t i l l b e i n g s o l d , t h e c h a r a c t e r i s t i c c o m p o n e n t s
of these machines can be described in more detai l . These parts
a re as fo l l ows :

1 . Se t t ing d isk o r keyboard p lus type whee ls . When the
a lphabe t cons i s t s o f 26 l e t t e r s , t hese l e t t e r s can be
arranged in 261 or about 4.3 x 1026 different sequences.
Moreover the ind ica t ing d isk can be pu t in to 26 d i f fe
r e n t p o s i t i o n s r e l a t i v e t o t h e t y p e - w h e e l . T h e r e i s a l s o
a mechan ism wh ich a l lows th is re la t i ve pos i t ion to
change between the primary and secondary type wheels
cont inuously dur ing the processing of a message.

2 . 3 2 s l i d e - b a r s i n t h e d r u m . H e r e 6 x 1 0 p o s s i b l e a r r a n
gements of the lugs are avai lable when al l s teps f rom
0 to 25, i .e . , 26 s teps, are inc luded. These can be
permuted in 720 different ways. Special cams on the
drum bars can also be used to effect the movement of
t he p in -whee ls . These pa r t i cu la r s l i de -ba rs a re equ ip
ped with cams which work as teeth.

The re a re 4 poss ib i l i t i es o f ac t i on by such tee th :

a) The tooth moves the assoc iated p in-wheel when
the s l i de -bar has moved in to ac t i ve pos i t i on .

b) The tooth moves the wheel when the s l ide-bar has
rema ined i n i nac t i ve pos i t i on .

c) The tooth moves the wheel no mat ter what pos i t ion
t h e s l i d e - b a r i s i n .

d) The tooth does not move the wheel no matter what
the pos i t ion of the s l ide-bar (see more below on
the performance of the CX and CXM). The possible
ac t i ons j us t desc r i bed make 4 = 4096 poss ib i l i t i e s
fo r one s l i de -ba r o r ( 4 ) = abou t 4 x 10
p o s s i b i l i t i e s f o r t h e 3 2 s l i d e - b a r s .

?
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Pin-wheels. Here we have the largest number of possi
b l e v a r i a t i o n s . T h e r e a r e 1 2 d i f f e r e n t p i n - w h e e l s t o
choose from, and 6 wheels are used at one time in the
machine. The 12 di fferent wheels, used 6 at a t ime,
make 663 ,280 d i f fe ren t comb ina t ions , g i v ing per iod

8 9lengths between 10 and 2.7 x 10 . The number of
s ta r t i ng pos i t i ons fo r the p in -whee ls i s the same as
the number of d i f ferent combinat ions, but the number of
poss ib le d i f f e ren t p in comb ina t ions reaches as t ronomi
cal numbers. Assuming half of the pins on each wheel
are active, which has been found to be most secure,
we get for example with the wheels 29, 31, 37, 41, 4 3
a n d 4 7 a b o u t 1 0 d i f f e r e n t p i n c o m b i n a t i o n s .

The C Machines, as al ready ment ioned, were or ig inal ly
des igned fo r tac t i ca l use bu t g radua l ly began to be
used in the d ip lomat i c se rv i ces . Eve ry c iphe r se rv i ce
has to set i ts own ru les; never theless the numbers
given above showing the abundance of d i fferent possi
b i l i t i es fo r se t t i ng the mach ine may be o f genera l
i n t e r e s t .

There are three main var iet ies of the C Machine:

The normal C Machine (as well as the CD-57) when using
regular movement of the p in-wheels d isp lays very long
per iods before the key repeats , but there are subper iods
For this reason messages with the same pin sett ings on
the same wheels should not be too long, and the pin
s e t t i n g s o n t h e p i n - w h e e l s f p r t h e i m p o r t a n t t r a f fi c
shou ld be changed f requent ly.1 In add i t ion a l l o ther
possib le var iat ions should bd kept in mind and used.

The CX Machine with irregularj movement of the pin-wheels
brings the advantage that non-l inear movement sequences
can be ob ta ined . I f ce r ta in mathemat i ca l cond i t i ons a re
met in the comp i la t ion o f the mate r ia l fo r the keys ,
t h e n t h e p e r i o d s o c c u r i n g w i l l b e s u f fi c i e n t l y l o n g .
In s imple terms i t can be sa id that the length o f the
period is determined by the number of pin-wheels which
con t ro l ano the r p in -whee l .
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The CXM Machine is a compromise between the other two
machines (C and CX). The movement scheme for the pin
wheels here is as fo l lows:
The whee l I ( f rom the le f t ) t u rns regu la r l y one s tep in
each opera t ion . Th is whee l con t ro l s whee l I I . Whee l I I I
i s cont ro l led by wheels I and I I , wheel IV by the three
precedmg wheels, wheel V by i ts preceding wheels, and
wheel VI by i ts preceding wheels. Al l s ix wheels have
the same number of d iv is ions, the length of the per iod
w i l l b e n , o r w i t h s i x w h e e l s w i t h 4 7 d i v i s i o n s w i l l
have a length of about 1010. With this system only the
fi r s t w h e e l h a s s u b p e r i o d s w h i c h a f f e c t t h e d r u m s l i d e - ^
b a r s w h i c h a r e c o n t r o l l e d b y t h i s w h e e l , w h i l e t h e J f
remain ing p in-wheels get an i r regular movement. Wi th
th is machine somewhat s impler keying inst ruct ions can
be used than with the C or CX machines without endanger
i n g s e c u r i t y.

The three machines offer various advantages, and each
user has to decide for himself which machine he wants.
He has a lso to se t up the ins t ruc t ions for the safe
use of his machines, which is dependent on their
deployment.

The numbers given in this section are hard to comprehend.
Even the number 10 corresponds approx imate ly to the
d is tance f rom the ear th to the sun in mi l imeters .
The numbers c i ted have s ignificance only as far as
t h e y s h o w t h a t t h e p o s s i b i l i t i e s f o r a l l m a c h i n e s o f ^
t h e C - t y p e a r e p r a c t i c a l l y i n e x h a u s t i b l e . B u t t h e s e v
numbers are meaningless i f the user does not carefu l ly
accept and exercise the instruct ions and does not make
f u l l u s e o f t h e p o s s i b l e v a r i a t i o n s .

T h e o l d r u l e i s s t i l l t r u e :
the qual i ty o f a machine depends larg ly on i ts user.

vp - kk -ak
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